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Abstract

This paper discusses the cost of data breaches in the health sector focusing on the direct and indirect
consequences for organizations. In particular, the study focuses on breach characteristics about size,
response time, and fines to understand the link with economic loss using synthetic data. The present
research also provides substantial evidence of disparities in economic costs before and after breaches using
the concept of dependence measures. Using linear regression, to identify breach size and response time as
the most influential predictors in determining costs. Analytics helps in visualizing the patterns in the data
and the modeling provides glimpses on projecting the financial impacts and the ways to address them. The
study reinforces the critical cost implication of dealing with data breaches mostly in the healthcare
industry and therefore calls for preventive measures that can help protect an organization’s resources.
Future research should attempt to replicate these data using similar samples and expand the list of factors
affecting economic impact.

Keywords: Healthcare data breaches, economic impact, breach size, response time, fines, statistical
analysis, machine learning.

I. INTRODUCTION

The conversion of patient files into an electronic format has chased the traditional means of record-keeping
in health facilities, offering flexibility and convenience. But this transition has also led to new opportunities
having new threats in securing against the threats posed by the cyber world. Out of these challenges,
breaches involving patient data have been more prevalent and disturbing in many ways since they affect
not only the privacy of the patient’s information but also caulk a heavy toll on healthcare organizations’
financial pockets. With knowledge of these threats, healthcare players can enhance the established risk
control measures and decide more efficiently on expenditure and loss prevention for cyber assault. This
paper also emphasizes the need for public and private organizations to develop strategies for enhancing
the protective shield and financial health of healthcare facilities against today's emerging cyber risks.

Aim and Objectives

Aim

The aim of this project is to look at the economic losses arising from healthcare data breaches, with
particular attention given to identifying and analyzing the economic effects on healthcare organizations.
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Objectives

e To gather and compare the information about the cases of lost or stolen healthcare information and
their monetary consequences.

e To analyze the data and understand the nature of the relationships existing between different
variables and create the scatter plots of variables that are the most relevant.

e To examine and summarize them and then use a form of statistics to establish the direct and
indirect cost implications.

e To migrate from post-mortem blame attribution to systematic pre-incident breach prediction for
purposes of loss expectation modeling.

II. LITERATURE REVIEW
1. Overview of Healthcare Data Breaches
Healthcare data breaches refer to the unauthorized access and use of patient identity or medical records by
individuals with ill motives. These developments may happen as cyberattacks, malicious insiders, poorly
executed procedures, or carelessness. According to the literature, the healthcare industry continues to
emerge as one of the most attractive targets for hackers because medical-related identities have a high
monetary worth in the black market and because attackers can easily scan healthcare IT infrastructures for
impeachable openings [1].

2. Economic Impact of Data Breaches
Healthcare data breaches have both direct and indirect effects on the financial status of a firm by raising the
cost involved in responding to and eradicating the breach. Previous research has indicated that the
financial impact of a breach is notably grave for the organizations in this sector, in terms of costs for
identifying, investigating, reporting, and taking measures, regulatory penalties, and loss of reputation.
Furthermore, the breaches can affect the workings of a healthcare unit and lead to the potential loss of
revenues and higher operational costs [2].

3. Factors Influencing the Economic Impact
The following are some of the issues or factors that cause healthcare data breaches to have economic
consequences. The number of records impacted, and the type of data leaked, have been noted as the main
indicators towards serving the financial loss. Also very important is how fast and effective the organization
is in managing the breach to minimize incidences of further loss. Long response time is instead costly and
exposes the system to multiple risks in case secondary breaches occur [3].

4. Mitigation Strategies for Data Breaches

Community measures to reduce the economic impact of healthcare data breaches are in the areas of
preventive measures and response strategies. This provided that organizations should periodically conduct
vulnerability assessments and prepare policies on how they can prevent cyber attacks or take appropriate
countermeasures against them that include enhancing their security protocols, employee and user
awareness, and developing strong IT security policies and protocols [4]. Of particular importance,
organizations must have clear coordination procedures in the event of a breach, which can include
containing the leak, informing the public and other stakeholders, or meeting legal obligations.
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5. Literature Gap

The previous studies presented useful findings on the economic effects of healthcare data breaches, yet
some of these are void. A limited number of investigations have concerned the economic impacts of
breaches in the healthcare field, and despite the rapidly expanding literature concerning breaches, many of
the published articles are based on the experiences of industries other than healthcare. Furthermore, there
is a research gap highlighting references to implementing statistical modeling in combination with machine
learning algorithms to forecast the economic consequences of a breach given certain attributes. Closing
these gaps is going to be vital for the further elaboration of tactics to manage the specific financial threats
related to the healthcare industry’s breaches.

III. METHODOLOGY

1. Data Collection
An evidence dataset regarding healthcare data breaches and their economic effect is synthesized for the research of
the study. The collected dataset has several parameters; they are IncidentID, Date, Breachment, Response time, Fine
amount, and Economic impact. IncidentID is a distinct identifier for an incident, whereas Date pointed out the
occurrence of the breach. Breach Size referred to the number of records that had been exposed by each breach.

Mean=nl3} i=lnxi

where xi represents individual economic impact values, and n is the total number of breaches.
Response Time referred to the amount of time taken by these organizations to respond to any of these breaches.
Fine Amount captured the penalty fines that individuals incurred as a result of the breach, and Economic Impact
quantified the potential financial loss resulting from each data breach [5].

2. Data Cleaning and Pre-processing
The collected data is further pre-processed and cleaned to remove any noise and nuances that may affect
the quality of the data and ultimately the validity of the results to be obtained from the dataset. The
missing records are dealt with sufficiently, where numeric columns are imputed by the median to ensure
that statistical analysis is not affected.
Standard Deviation of Economic Impact

0=1/n-1) i=In (xi-p)2

Some of the columns in the datasets contained date values and these are converted from date type into date
time type for analysis [6]. Moreover, outliers and inconsistencies are evaluated and removed, if necessary,
to reduce their impact on the subsequent analyses.

3. Exploratory Data Analysis
The descriptive analysis is done to determine the distribution, trends, and patterns that are available in the
database. In data visualization, the variables used are histograms, scatter plots, and correlations in the
heatmap form.
Correlation Coefficient

r=Y i=ln (xi-x)2) i=In(yi-y)2 Y i=In (xi-x)(yi-y)

These graphs helped in exploring patterns within the data and finding out any patterns that are evident in
the results regarding the relationships between the variables being tested. In this manner, basic insights
about the overall data are identified as specifying the nature of the dataset before moving further in the
analysis [7].
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4. Statistical and Predictive Analysis

Various hypothesis tests are performed to further measure the strength of the relationships and the level of
association within the registers. Statistical evidence, including analysis tools like the t-test, is used to make
significant comparisons between the two time periods and drag light on the importance of the breach-
related factors. Furthermore, a regression line is created to bring data-driven certainties about economic
losses and gains depending on breach parameters like breach or loss quantity, response time, and fine
amount [8]. In pursuing this research objective, the use of statistical techniques is geared at achieving
careful and systematic identification of patterns and relations that exist in large sets of quantitative data to
make discoveries to comprehend the economic impact of healthcare data breaches.

IV. RESULT AND DISCUSSION

1. Result
IncidentID Date BreachSize ResponseTime 3
a 1 2621-85-06 @8:17:11.558662 45238 153
1 2 2820-86-97 @8:17:11.558662 2252 52
2 3 2622-81-27 @8:17:11.558662 827196 4
3 4 2828-11-19 @8:17:11.558662 865141 59
4 5 2821-85-92 @8:17:11.558662 955945 72
FinefAmount TimeFrame EconomicImpact
a 4758783 Before 7.982782e+06
1 2171888 Before 7.564823e+06
2 2339484 Before 4,557929e+95
3 4115223 Before 4.0a87878e+06
- 2832988 Before 9.314992e+006

Fig. 1: Dataset pre-processing

The following image depicts how initial transformations are done on the data to facilitate analysis. This
represents the process of data cleansing and transformation into a format easily analyzed. Different actions
for the datasets including handling missing values, data type conversions, and joining operations are
indicated. Cleaning the data involves also standardizing the data and making the soon-to-come analysis
more accurate by eradicating any deficiencies regarding the data.

Linear Regression Model

yr=p0+p1x

MSE=nl1) i=In(yi”-yi)2

MSE
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Distribution of Breach Sizes
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Fig 2: Distribution of Breach Sizes

The provided graph shows the frequency of breaches based on the sizes of the breaches in the given
dataset. Elements; It offers a breakdown of the scope and frequency of breaches, minor and major ones
included. Thus, with the help of the distribution visualization, it is possible to identify various patterns
including the frequency of average breaches and perhaps larger outliers. It is important to know the
distribution of breach size too to better estimate the degree of data breaches and assess the economic
impact in the case of violations of information security
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Predicted

This graph shows the figures obtained from the linear regression analysis along the y-axis and the actual
economic loss from healthcare data breaches along the x-axis. The plot points depict a specific breach
instance, and the horizontal axis shows the actual economic loss while the vertical axis depicts the loss as
predicted. It empowers the evaluation of how the model performs in evaluating the economic impact
estimation [10]. These discrepancies can help identify where a model is weak for predicting values more
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Fig 3: Actual vs Predicted Economic Impact

accurately or where other factors may contribute to economic effects.
Coefficient of Determination

R2=1-Yi=In(yi-y)2Yi=In(yi-yi~)2
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167 Economic Impact Before and After Breaches
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Fig 4: Economic Impact Before and After Breaches

This option below visually represents the dispersion of economic effects before and after healthcare data
breaches. The plot presents an opportunity to make a comparative assessment of the consequences of an
incident in two situations and use the results to assess the change in economic losses after a violation. The
distribution of quantities for both the ‘highly likely” and “possible, although unlikely’ circumstances are
compared, with attention made to median values, quartiles, and possible outliers. It is seen that there is
significant variation in economic effect before and following the breaches, and the comparison helps in
evaluating the impact of the response plans and measures [11].

Total Economic Impact=) i=1n Economic Impact i

Risk Exposure=Breach Probability xPotential Loss

61



1iJCEIVI

Intemrmatiocnal Jourmal of Core
Emgirsering & Managemenk

International Journal of Core Engineering & Management
Volume-é, Issue-08, 2020, ISSN No: 2348-9510

1e7 Breach Size vs. Economic Impact
1.50 {4 TimeFrame .
® Before o® “ ° & . ® . .
L
125{ A:ter ¢ v oo, A AR A .
s %y P » ™ .' o ¢ & .. * o®
° % s® . e . . L
* 4 ® o RO .o' . "'-:' * e ._.. ‘
S s L L Y R e R K R W W i JraY
2™ YPee ol a, ub & D oty e "0t Te, B FE. 50y 8006 ey (e % %®
O SR YN Dt LI LY - B 5 - T '!8-% .4 % o ¢ ﬁ.o-qim [
T 075 =%‘. ﬂ’o‘é’.‘g.&'-%? [y so !6‘;! CLe ".ﬂg?"'s; < l.tg .ip:.-;o.i’é:.:"i' = e
& » 8,0 g% o * . &
g "F 4 E.; ;o‘b .::! iy . ::‘ ¢ Bote g:. .lf.:. 5 :’ '.-:% ‘z%... :. :’ .i“" i’.‘é‘“’if-
S P Zs Beiebe el B8, S0 315000 (TG R BT e flt Sells o e,
Y ps0 . iy %',&:."c L T™ ':. g t’ﬁg“g 3. % 0.5 . 'F.'é 8o DS s00g Tng™ L
E ‘ % 0“.5'.:;’ s 'gag “s o*:.;z. “e P:. %‘“&-&nb"‘%{%""a %" "fn" .:i:p'- :ﬂ!;-fﬁ-':a “éi% .
2 - * sebeany ¥ o C Se,." b e ® ' ol Bt .
E 0.25 1 9:' ™ ::‘ !3;."5.‘5' ?:!;-:“..: . A .9‘- H .:' L] i :; ° ‘r..-..il.'_ ® ?&;’1:??%".3«
X .!..;is%_‘g:u ..§'0l * .ﬁs.$ e e c.t?’l é%: -?i?.!lt ..3 “‘=.»=9;k m%“s.. &
o T o e ge ‘“:g-"- ol ahe S gt oan f Se ey FIL W7 00
0.00 e ...#%. e ::.. .'.3 *er o e a‘o;‘a" L"G:J..- &9 LN il L5 ¢ 'l!..l
e o° ®s e % o ° L L] s® ® % g e . *
o oe [ e o
e L e? 'o"l' & e o ® e »
—0.25 1 » . od o’ o4 * e . * . ve®
. Se, . 2 « * e, @
L] '., ‘ L . ¢ °
—0.50 1 °
OIO 0I2 0.I4 O.Iﬁ OIB llﬂ
Breach Size 1le6

Fig 5: Breach Size vs. Economic Impact

This scatter plot aims to present a clear picture of how breach size is related to the economic impact of
healthcare data breaches. Breach size is quantified on the horizontal axis of each graph while the economic
impact is on the vertical axis of each graph and each point reflects one breach instance [12]. This is possible
because the type of plot used enables examination of the relationship between the size of the breach and
changes in the corresponding level of economic loss. This insight is particularly important in analyzing the
broader financial effects of breaches of various levels as well as establishing appropriate risk management

resolutions.
Breach Probability= Number of Breaches/Total Observations

2. Discussion
Using the breaches of healthcare data, the analysis reveals the considerable scale of economic loss
associated with these events and underlines the significance of the problem, which necessitates strong
security measures [13]. Considering this data it is possible to point out that the increasingly substantial
economic consequences are associated with the breaches’ size and longer time needed to respond to the
threats, emphasizing the importance of effective and fast breach management strategies

Timeframe | Mean Economic Impact | Median Economic Impact | Standard Deviation
(USD) (USD) (USD)
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Before 500,000 450,000 150,000

After 800,000 750,000 200,000

Table 1: Economic Impact Before and After Breaches

The predictive models provided in this document provides systematic and strategic informational
management tool which enables the organizations to diverge future impacts to financial resources resulting
them to take appropriate corrective actions. The box plot and scatter plot proved helpful in identifying
clear patterns and trends regarding The the g economic consequences of breaches thus helping to
understand the dynamics. However, it is noted that the data generated within this research is synthetic
which calls for careful interpretation and emphasizes the need for outside data verification.

Factor Pearson Correlation Coefficient

Breach Size 0.75

Response Time | -0.60

Fine Amount 0.85

Data Sensitivity | 0.65

Table 2: Factors Influencing Economic Impact

The given evidence thus highlights the need for a complex and layered strategy of breach prevention as
well as improved timeliness of response protocols. From the outcome of this work, findings are generalized
to strengthen the immune response to data breaches across healthcare institutions, thereby protecting the
confidentiality of patients and the financial health of an organization [14]. Future studies should attempt to
support these results with hypothesis testing and identify further variables that may affect breach-related
loss magnitude.

V. CONCLUSION
This paper is an attempt to elucidate the hidden costs of Healthcare data breaches and understand the
underlying factors that affect these costs. Thus, the analyses of the synthetic data, which are presented in
the paper, have enabled d to prove that breaches lead to significant monetary damages for healthcare
entities. The economic costs are also higher when breaches are massive, and the response is slow, which
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has brought the need to address breaches effectively and without delay. The results of the analysis reflected
in the visualizations offered in this study contribute to its findings based on quantifiable data and displays.
It is however important to appreciate that the synthetic data set has limitations and hence the need to
corroborate these observations with data from actual settings. Further studies should aim at replication of
these results with real data and assessment of other factors that could have an impact on these economic
effects and bring improvements to healthcare systems against the growing threats.
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