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Abstract

This research examines the security of the cloud infrastructure within the critical financial area
and national security system. These sectors rely increasingly on cloud computing for efficiency,
scalability along cost-effectiveness. This research seeks to develop a vigorous security framework
that copes with the unique requirements of financial institutions and national security agencies.
It critically analyses the existing security practices, addresses specific vulnerabilities, and
proposes advanced strategies to mitigate risk factors. The research used secondary qualitative
data, and the fostering of the simulation assisted this study to enhance the efficiency of these
security measures.

This research offered valuable insights into improving cloud security in the financial sector. It
also emphasized the protection of personal data and the flexibility of critical infrastructure in the
face of emerging threats.

Keywords: Cloud Infrastructure Security, Cybersecurity, Risk Mitigation, National Security,
Critical Financial Infrastructure, Data Protection.

I. INTRODUCTION
In today's digital landscape, the security of cloud infrastructure has become paramount to ensure
the integrity of critical financial infrastructure and national security systems. One of the most
important technological concerns impeding both economic stability and the national interest is
ensuring the security of the cloud infrastructure [1].

1. Project Specification

This research puts emphasis on the evaluation and enhancement of security within the cloud
infrastructure utilized in critical financial systems and national security mechanisms. This project
focuses on identifying potential vulnerabilities, developing advanced security methods, and
thoroughly reviewing existing security protocols.

2. Aims and Objectives
Aims
The main aim of this research is to develop a comprehensive framework for the enhancement of
the security cloud infrastructure in critical financial and national security environments.
Objectives

e To assess the present state of cloud infrastructure security in financial and national security

sectors
e To address and analyze the vulnerabilities and threats specific to these sectors
e To evaluate how effective these security measures are, simulations will be conducted.
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Research Questions

e What are the primary security challenges faced through cloud infrastructure in critical financial
systems and national security measures?

e What are the most efficient strategies for the mitigation of identified through security risks in
these sectors?

¢ How well do the current security measures in cloud infrastructures meet the unique needs of
financial institutions and address the national security risks in these sectors?

4. Research Rationale
The financial institutions and national security agencies migrated their operations to the cloud
platforms rapidly. The higher level of data value maintained through the entities makes them
prime prey for cyberattacks [2]. This research is crucial for gaining a deep understanding of the
specific security needs in these sectors and developing strategies to effectively address and
eliminate potential risks.

II. LITERATURE REVIEW

1. Research background

The increasing adoption of cloud computing through financial institutions and national security
agencies has transmuted the operational process within critical infrastructure. A maximum
number of financial institutions rely significantly on cloud platforms for increasing scalability,
cost-effectiveness and efficiency. The present landscape is evolving which underlines the
frequency of cyberattacks through targeting vulnerabilities within the cloud infrastructure [3]. This
research seeks to explore the cloud infrastructure security measures that navigate the specific
requirements for the national and financial security sectors that ensure the flexibility of this
infrastructure.

2. Critical assessment

The present cloud infrastructure security practices along with the national securities often
recognized as inadequate to identify the unique issues posed by critical environments. The existing
frameworks focus on general cloud security without the consideration of the specific challenges.
Besides, the regulatory demands which are crucial for the financial sectors have been also focused
[4]. This research analyses the existing measures through the identification of potential limitations
and procedures that target the strategies. It focuses on strategies that are more aligned with the
requirements of financial institutions. Critical Infrastructure Security and Resilience provides
guidance for supporting the local, state, and industry partners in the identification of critical
infrastructure that is required for maintaining the functions [5]. However, this paper aims to fill the
gap between general cloud security practices and the specialized requirements of these sectors.

3. Linking with aim

The goal of the proposed research is to provide a secure framework that can be used to alter cloud
architecture in environments that are crucial for national security and finance. Through the
identification of the potential challenges and recommending targeted solutions, this research study
aims to enhance the flexibility of the financial sectors against rapid cyber threats. Hence, the aim of
this research is linked with the requirement for specialized and streamlined security measures that
align with the generic cloud security protocols. The successful alignment between the research
aims and requirements of the financial sector is essential to achieve a better outcome.

129



i JICEM

Intemrmatiocnal Jourmal of Core
Emgiresesering & Managemenk

International Journal of Core Engineering & Management
Volume-§, Issue-12, 2021 ISSN No: 2348-9510

4. Encapsulation of applications

This research shows a wider application in the security enhancement within the cloud
infrastructure that is used by national security agencies and financial institutions. The proposed
research also highlights the effectiveness of cloud infrastructure security measures for effectively
protecting sensitive data. Besides, it also ensures regulatory compliance and prevents issues in
cyber-attacks [6]. The findings of this research can be applied in the development of training
initiatives for IT professionals and improvement of the responsive strategies. In addition to this,
this research provides a significant framework that provides guidance for maintaining flexibility
within the critical infrastructure. The application of this proposed research extends the
international contexts on which various security challenges have not been considered in terms of
the wider area of the cyber security domain.

5. Theoretical framework

The theoretical framework for the proposed research is devoted to the intersection of cloud
computing security theories, critical infrastructure protection and risk management. In order to
maintain cloud infrastructural security, financial institutions use various application security to
mitigate potential threats. The “Virtual Private Network” (VPN) is one of the crucial security
networks that deliver security within cloud platforms for network users [7]. The theories related to
access control, encryption and threat modelling can provide actionable insights into the
maintenance of security within financial institutions. In this area, the “Cyber Security” theory is
also presented as an essential theory that underlines the application of technologies, procedures
and controls for the protection of network systems, devices and programs [8]. This theory assists in
the reduction of cyber-attack risks and protects against the unauthorized exploitation of the
system.

6. Literature gap

Despite the inclusive and integrated research on cloud security, there exists a significant gap
within the studies through focusing on the unique demands of the national security systems and
financial infrastructures. There exists limited research about the successful integration of detecting
advanced threats and response approaches adjusted to these sectors. A maximum number of
literature identifies cloud security in a general way without highlighting the specialized
requirements of these environments.

III. SECURITY CHALLENGES IN CLOUD INFRASTRUCTURE
3.1 Data Breach And Privacy Issues
One of the most critical security challenges in cloud infrastructure is the risk of data breaches.
Highly sensitive material is handled by CFls and national security agencies, and illegal access can
have serious repercussions that include financial loss, harm to one's image, and threats to national
security.
Example: Back in 2013, the Target breach led to the theft of 40 million credit card numbers, along
with 70 million additional records. The breach was traced back to the compromised credentials of a
third-party vendor, highlighting the vulnerabilities in supply chain security.
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3.1.1 Insider Threats

Insider threats, posed by employees or contractors with authorized access to the cloud
infrastructure, represent a significant risk. These threats can result from malicious intent or
negligence, making it imperative to implement stringent access controls and monitoring
mechanisms.

iam = boto3,client( )

response = iam.create_user(UserName=

response = iam.attach_user_policy(

UserName=
PolicyArn=

3.1.2 Advanced Persistent Threats (APTSs)

APTs are sophisticated, long-term cyber attacks aimed at stealing sensitive information. These
threats often involve multiple stages, including initial infiltration, lateral movement within the
network, and data exfiltration. CFIs and national security agencies are prime targets for APTs due
to the value of the information they hold.

3.1.3 Compliance and Regulatory Requirements

to ensure compliance with these requirements while using cloud services since it necessitates a
deep comprehension of both the legal environment and the technological components of cloud
security.

Example: The European Union's General Data Protection Regulation (GDPR) imposes stringent
data protection requirements on organizations, with severe penalties for non-compliance.

3.14 Multi-Tenancy Risks

Cloud environments are typically multi-tenant, meaning that multiple customers share the same
physical infrastructure. This sharing can lead to potential security risks, such as data leakage
between tenants and resource exhaustion attacks.

3.1.5 Incident Response and Forensics

Effective incident response and forensic analysis are crucial for mitigating the impact of security
incidents. However, the dynamic and distributed nature of cloud environments can make it
challenging to quickly detect, investigate, and respond to security breaches.

Using AWS CloudTrail for monitoring and logging;:
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cloudtrail = boto3.client(

response = cloudtrail.create_trail(

Name= 0
S3BucketName=

response = cloudtrail.start_logging(Name=

3.2 Threat Vectors in Cloud Infrastructure

External Threats

External threats include attacks from cybercriminals, hacktivists, and state-sponsored actors. These
adversaries employ various tactics, such as phishing, malware, and denial-of-service attacks, to
compromise cloud infrastructure and gain unauthorized access to sensitive data.

Example: In 2012, the Saudi Aramco cyber-attack, attributed to the Shamoon virus, wiped out data
on approximately 30,000 computers. The attack demonstrated the potential for significant damage
from external threats.

3.2.1 Internal Threats

Internal threats can be intentional or accidental, and can come from within the company. A few
instances are when staff members divulge private information, mismanage cloud resources, or fall
prey to social engineering scams.

3.2.2 Supply Chain Threats

Supply chain threats involve vulnerabilities in third-party services and components that are
integrated into the cloud infrastructure. Compromised third-party providers can serve as entry
points for attackers, leading to potential breaches in the primary cloud environment.

3.2.3 Human Error

Human error, such as misconfigurations and poor security practices, is a significant contributor to
cloud security incidents. Ensuring proper training and adherence to security protocols is essential
to minimize these risks.

Example: A misconfigured Amazon S3 bucket in 2017 exposed the personal data of 198 million
American voters. This incident highlighted the importance of proper configuration and access
control in cloud environments.

3.3 Mitigation Strategies

3.3.1 Data Encryption

Encrypting data at rest and in transit is a fundamental security measure for protecting sensitive
information in the cloud. This ensures that even if data is intercepted or accessed without
authorization, it remains unreadable to attackers.

Encrypting data using AWS Key Management Service (KMS):
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cloudtrail = boto3.client(

response = cloudtrail.create_trail(
Name= 0
S3BucketName=

response = cloudtrail.start_logging(Name=

3.3.2 Access Controls

Implementing robust access control mechanisms, such as multi-factor authentication (MFA) and
role-based access control (RBAC), helps prevent unauthorized access to cloud resources. Regular
audits and monitoring of access logs are also crucial for detecting and responding to suspicious
activities.

3.3.3 Network Security

Securing the network infrastructure within the cloud environment involves using firewalls,
intrusion detection and prevention systems (IDPS), and virtual private networks (VPNs). These
measures help protect against external attacks and ensure secure communication between cloud
resources.

Example: Using AWS Security Groups to control inbound and outbound traffic to EC2 instances.

3.3.4 Incident Response Planning

Developing and regularly updating an incident response plan is critical for effectively managing
security incidents. This plan should outline the steps to be taken in the event of a breach, including
containment, eradication, and recovery procedures.

Automating incident response using AWS Lambda:

(event, context):
ec2 = boto3.client( )

instance_id = event[ 110 ]

response = ec2.stop_instances(InstanceIds=[instance_id]

response

3.3.5 Continuous Monitoring and Auditing

Continuous monitoring of cloud infrastructure helps detect anomalies and potential security
threats in real-time. Automated tools and security information and event management (SIEM)
systems can assist in aggregating and analyzing security logs to identify and respond to incidents

promptly.
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3.3.6 Vendor Management

Evaluating and managing the security posture of third-party vendors is essential to mitigate
supply chain risks. This includes conducting regular security assessments, establishing clear
security requirements, and ensuring compliance with industry standards and regulations.

3.3.7 Importance of Cloud Infrastructure in National Security

National security agencies increasingly rely on cloud computing to manage vast amounts of data,
perform complex analyses, and enable agile and efficient operations. Cloud infrastructure provides
the scalability and flexibility required to support national security missions, from intelligence
gathering and analysis to operational planning and execution. However, the sensitivity and critical
nature of the data handled by these agencies make cloud infrastructure security paramount.

3.4 Specific Security Challenges for National Security

3.4.1 Data Classification and Segregation

National security data is often classified at various levels, from unclassified to top-secret. Ensuring
that data is properly classified and segregated within the cloud environment is crucial to prevent
unauthorized access and maintain data integrity.

Example: Using AWS S3 bucket policies to restrict access based on data classification:

3.4.2 Secure Communication Channels

National security operations often require secure communication channels to transmit sensitive
information between cloud environments and on-premises systems. This includes ensuring end-to-
end encryption and protecting against man-in-the-middle attacks.

Using AWS KMS to encrypt data in transit:

3.4.3 Identity and Access Management

Robust identity and access management (IAM) is critical for national security agencies to ensure
that only authorized personnel can access sensitive data and systems. This involves implementing
multi-factor authentication (MFA), strict role-based access controls (RBAC), and continuous
monitoring of access logs.

Example: Using Azure Active Directory (Azure AD) for RBAC:
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kms = boto3.client(

plaintext =

response = kms.encrypt(
KeyId=
Plaintext=plaintext

)

ciphertext = responsel

response = kms.decrypt(

CiphertextBlob=ciphertext
)

decrypted_text = responsel
rint(decrypted_text.decode(

3.4.4 Threat Intelligence and Monitoring
National security agencies must have access to real-time threat intelligence to detect and respond
to advanced cyber threats. This involves integrating threat intelligence feeds with security
information and event management (SIEM) systems to analyze and correlate data for potential
security incidents.

Integrating threat intelligence with AWS GuardDuty:

kms = boto3.client(

plaintext =

response = kms.encrypt(
KeyId=
Plaintext=plaintext

)

ciphertext = responsel[

response = kms.decrypt(
CiphertextBlob=ciphertext
)

decrypted_text = responsel
yrint(decrypted_text.decode(

3.5 Best Practices for Enhancing Cloud Security in National Security

3.5.1 Zero Trust Architecture

Adopting a Zero Trust Architecture (ZTA) ensures that no entity, whether inside or outside the
network, is trusted by default. This involves continuously verifying the identity and integrity of
users and devices, enforcing least-privilege access, and segmenting networks to prevent lateral
movement.

3.5.2 Continuous Compliance Monitoring

National security agencies must ensure continuous compliance with regulatory and policy
requirements. Automated compliance monitoring tools can help identify and remediate
compliance issues in real-time, reducing the risk of non-compliance.

Example: Using AWS Config for compliance monitoring:
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config = boto3.client(

response = config.put_config_rule(
ConfigRule={

3.5.3 Security Training and Awareness

Continuous training and awareness programs are essential to ensure that all personnel understand
the security policies and best practices for handling sensitive information within the cloud
environment. Regular training helps mitigate the risk of human error and insider threats.

IV.METHODOLOGY
1. Research Philosophy
This research incorporates interpretivism research philosophy for understanding the complicated
social phenomenon and subjective experiences related to cloud infrastructure security within the
financial and national security contexts. This philosophy enables the research in the exploration of
the different human behaviors, cultural factors and organizational dynamics.

2. Research approach

The deductive research approach is utilized for testing the existing frameworks and theories
associated with cloud infrastructure security in the national and financial security sectors. Through
the application of this approach, researchers can evaluate the efficiency and applicability of the
security strategies in these specific contexts.

3. Research design

The secondary qualitative research design is selected for leveraging existing data on cloud
infrastructure security. This approach includes the analysis of previously gathered qualitative data
such as academic literature and reports for the identification of the themes and patterns which is
relevant to the research questions. This method is useful for studying complicated and well-
documented fields such as cloud security.

4. Data collection method

This research used the peer review data collection method that can provide significant insights into
industry reports, academic articles, and governmental publications. This method would ensure
that the information used in the paper is reliable, authentic, and scrutinized by professionals.
Sources that are reviewed extensively provide high-quality evidence and different perspectives
that are crucial for the comprehensive analysis of the cloud infrastructure security challenges.

5. Ethical consideration
The protection of confidentiality for personal and sensitive data is one of the most vital factors in
research. This study has ensured that the data related to the security protocols or vulnerabilities is
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stored securely for the prevention of unauthorized access. It is essential to ensure the integrity and
accuracy of the data during the data collection. This study significantly used reliable and
associated sources besides verifying the gathered information to avoid spreading misinformation.

V. RESULTS
1. Findings and Discussion
Theme 1: Present state of cloud infrastructure security in financial and national security sectors
The current concepts of cloud infrastructure security within the financial and national security
sector hold significant opportunities. The study by Mahalle et al. (2018) highlights the critical
issues regarding data privacy along with system security within the banking sector. However,
cloud adoption provides substantial opportunities such as cost-effectiveness and scalability. Yet, it
also has significant risks. These risk factors include vulnerabilities to unauthorized access, data
breaches, and other cyber threats [9]. Hence, it is vital to implement an effective security
framework within the cloud environments that integrate multi-layered security strategies that
include access control, encryption, and security strategies. Ensuring compliance with the regulator
system is necessary for the successful integration of digital technologies such as machine learning
and artificial intelligence [10]. It further assists in detecting the potential challenges and taking
necessary measures to mitigate these issues. This will significantly contribute to the maintenance of
resilience within the critical financial infrastructure within the cloud environment.
Theme 2: vulnerabilities and threats specific to these sectors
The financial and national security institutions pose significant threats and challenges that hinder
the effectiveness of cloud security measures within the financial and national security-maintained
institutions. Allodi and Massacci (2017) highlight the utilization of security events and the
vulnerabilities in data for the estimation of cybersecurity risks by emphasizing the financial and
national security sectors. The main vulnerabilities in this area include unpatched systems, flaws in
software, and misconfigurations that can be exploited by cyber attackers. Challenges such as
targeted attacks, advanced persistent threats (APTs), and zero-day exploits are particularly
concerning due to their potential to cause significant disruption [11]. As the traditional risk
assessment and control method is insufficient for mitigating these issues, it is necessary to
incorporate the data-driven approaches which assist in the identification of real-time vulnerability
along with the threat intelligence in data structure.
This approach can enhance the prediction and mitigation of risks, ensuring the protection of vital
assets in financial and national security infrastructures.
Theme 3: Effectiveness of these security measures through simulations
Successful integration of the potential security measures can able to mitigate the issues related to
cloud security. Lu et al. (2018) conducted a holistic survey of the security, privacy and trustworthy
challenges within the vehicular network by emphasizing on the efficiency of the various security
measures through simulations. Those simulations that underline the cryptographic framework,
privacy-maintaining protocols and trust management techniques can eliminate the common
security threats within the vehicular networks [12]. The simulation of the cryptographic schemes
assures the comprehensibility of the security management system for maintaining communication
between the vehicles. These measures are performed in a strategic way within the controlling field,
network dynamics and high mobility which can reduce the efficiency.
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2. Evaluation

The research related to cloud infrastructure security for critical financial infrastructure and
national security underlines the necessity of the implementation of a vigorous risk-eliminating
system to identify and mitigate the emerging concerns related to the cloud-based system. This
research identifies the unique threats faced by financial institutions by underlining the
insufficiency of general cloud security measures. This research poses a significant strength related
to the integration of regulatory, technical and human-centric approaches for the overall analysis.
The incorporation of secondary qualitative data highlights the potential of this research to provide
insights into the peer-reviewed data sources [13]. The proposed security frameworks within the
practical applicability can be tested through the simulation which offers solid evidence of their
effectiveness.

VI. Limitations/Challenges for Implementation
Implementing enhanced cloud infrastructure security for critical financial infrastructures (CFls)
and national security systems faces several limitations and challenges. While cloud technology
offers scalability, efficiency, and cost-effectiveness, integrating robust security frameworks tailored
to these sensitive sectors introduces unique obstacles. These challenges can significantly impact the
practical application of proposed security strategies, as outlined below:

1. Complexity of Regulatory Compliance

Both CFIs and national security agencies are subject to stringent and often overlapping regulations,
such as GDPR in Europe or FINRA regulations in the United States. Ensuring that cloud-based
infrastructures comply with these requirements across multiple jurisdictions poses significant
challenges. Given that cloud providers typically operate across borders, achieving compliance with
varying national regulations for data protection and cybersecurity can be time-consuming and
resource intensive. Moreover, regulations frequently change, necessitating constant updates to
security protocols to maintain compliance.

2. Resource Constraints

For smaller financial institutions or national security agencies with limited budgets, the cost of
implementing advanced cloud security solutions, such as encryption mechanisms, continuous
monitoring systems, and incident response frameworks, can be prohibitive. High upfront costs for
transitioning to a secure cloud environment, along with the ongoing expenses for maintaining
compliance and addressing new security threats, may delay the implementation of comprehensive
security frameworks. Additionally, cloud security requires continuous investment in workforce
training and the adoption of new technologies, which may not be feasible for organizations with
constrained resources.

3. Increased Attack Surface

Migrating critical operations to the cloud, particularly in multi-tenant environments, increases the
attack surface that must be secured. Cloud environments often host multiple users, creating the
risk of data leakage or accidental access to sensitive information across tenant boundaries.
Additionally, vulnerabilities in third-party software or cloud provider infrastructure could be
exploited to compromise sensitive data, exacerbating security concerns in sectors where data
breaches could have catastrophic consequences.
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4. Lack of Cloud Expertise and Skilled Workforce

Implementing advanced security protocols requires specialized expertise in cloud technologies,
cybersecurity, and threat intelligence. Many financial institutions and national security agencies
may lack the internal expertise to design, deploy, and manage secure cloud environments. While
outsourcing these responsibilities to cloud providers is possible, reliance on third-party vendors
introduces its own risks, such as potential breaches of contract, lack of transparency, or loss of
control over sensitive data.

5. Security in Shared Responsibility Model

Cloud service providers use a shared responsibility model in which the client is in charge of
protecting the data, apps, and configurations that are put in the cloud, while the provider handles
the security of the cloud infrastructure. This division of responsibilities can create gaps in security
if institutions fail to fully wunderstand their role or misconfigure cloud resources.
Misconfigurations, such as unsecured storage or lax access controls, have historically been a major
cause of cloud security breaches. Ensuring that CFIs and national security agencies adhere to best
practices in their areas of responsibility is crucial but challenging given the complexity of cloud
environments.

6. Handling Insider Threats

While cloud environments offer robust external security measures, internal threats remain a
persistent challenge. Insider threats, whether through negligence or malicious intent, pose
significant risks to cloud infrastructure security. Financial institutions and national security
agencies typically handle highly sensitive information, and any compromise could lead to major
financial losses or national security breaches. Monitoring and detecting insider threats in real-time,
while ensuring compliance with privacy regulations, requires advanced security measures such as
anomaly detection and behavioral analysis—technologies that may be difficult to implement
effectively.

7. Latency and Performance Concerns

Cloud infrastructure, particularly for national security operations, often requires real-time or near-
real-time performance. Implementing encryption, multi-factor authentication (MFA), and other
security measures can introduce latency, which may be unacceptable in critical scenarios, such as
in national defense or high-frequency financial transactions. A major difficulty is striking a balance
between security and performance, particularly in settings where time is of the critical.

8. Dependency on Cloud Providers

Another challenge is the dependency on cloud providers for certain critical functions. Cloud
providers may impose restrictions on certain security features, limit transparency, or lack support
for certain regulatory compliance requirements. Additionally, financial institutions and national
security agencies may not have full visibility into the physical location of their data or the
processes that cloud providers use to secure their infrastructure, raising concerns about data

sovereignty and the ability to perform adequate audits and forensic investigations in the event of a
breach.
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9. Supply Chain Risks

Supply chain vulnerabilities can be exploited by adversaries to target cloud infrastructure. An
attacker's point of entry into a crucial system may be a compromised third-party provider or
service within the cloud ecosystem. Given the interconnected nature of cloud services, ensuring
the security of third-party components is complex, as vulnerabilities in supply chain services could
have far-reaching implications for CFIs and national security agencies.

10. Challenges in Incident Response and Forensic Analysis

Incident response and forensic investigation are made more difficult by the dynamic, swiftly
formed, scaled, and terminated character of cloud infrastructures. It can be challenging to retain
necessary logs or investigate security incidents if proper monitoring and auditing mechanisms are
not in place from the start. Moreover, traditional on-premises forensic techniques may not be
directly applicable to cloud environments, requiring specialized cloud forensic tools and expertise.
There could be serious consequences from failing to recognize and address security issues in a
timely manner, especially for organizations in charge of vital infrastructure and national security.

VII. CONCLUSION

1. The national security system and financial considerations are essential for developing business
processes in the FinTech industry.

2. Cloud systems enhance the data protection system, aiding in the development of internal
security measures.

3. Cloud infrastructure improves security by reducing risks in data management processes.

4. Privacy protocols and trust-building activities are critical to addressing common security
issues, particularly in vehicular tasks.

5. Risk mitigation and trust enhancement through cloud management are essential for secure
operations.

6. The cloud structure's ability to store and manage secure access to data improves security in the
FinTech industry while offering financial benefits to customers.

7. The security of financial organizations and the FinTech industry is crucial for protecting the
national economy.

8. The national security system also encompasses information security for the military, large
organizations, and IT sectors.

VIII. RESEARCH RECOMMENDATION
In order to promote proper research this research paper could focus on different cloud platforms to
enhance financial and national security. Again, this study depends on secondary source
information; hence, information from primary sources, such as the managers could be more
beneficial to understanding the cloud infrastructure for financial and national security systems.

IX. FUTURE WORK
This research process focuses on the way cloud computing is beneficial for managing security
infrastructure for increasing national and financial security. However, this research paper does not
present different cloud platforms and their works on the financial and national security services.
Hence, further research can be conducted on this aspect. Furthermore, this study can present the

140



i JICEM

Intemrmatiocnal Jourmal of Core
Emgiresesering & Managemenk

International Journal of Core Engineering & Management
Volume-§, Issue-12, 2021 ISSN No: 2348-9510

way different countries are working with cloud infrastructure to strengthen their national and
financial security system. Hence, this combination can be crucial for future work.

10.

11.
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