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Abstract

The proliferation of cloud computing has revolutionized the deployment and management of
enterprise applications, particularly SAP systems, which are critical for business operations.
Transmission Control Protocol (TCP) plays a vital role in ensuring reliable and efficient data
communication for these applications. However, the inherent variability in cloud environments,
such as fluctuating network latency and bandwidth limitations, poses significant challenges to
maintaining optimal TCP performance. This research paper investigates TCP performance tuning
techniques specifically tailored for SAP applications running on cloud infrastructure. By
analyzing various TCP parameters and their impact on application performance, we aim to
provide a comprehensive understanding of how to optimize TCP settings to enhance throughput,
minimize latency, and reduce packet loss. The study employs a combination of theoretical
analysis and practical experiments, using cloud-based SAP environments to measure the
effectiveness of different tuning strategies. Key findings demonstrate that specific TCP
optimizations, such as adjusting window sizes, employing advanced congestion control
algorithms, and optimizing buffer settings, can significantly improve the performance of SAP
applications. These results offer valuable insights for IT administrators and cloud service
providers aiming to enhance the efficiency and reliability of cloud-hosted SAP systems. The paper
concludes with best practice recommendations and suggestions for future research directions.
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I. INTRODUCTION
A. Introduction

In recent years, cloud computing has become a cornerstone for deploying enterprise applications
due to its scalability, flexibility, and cost-effectiveness. SAP (Systems, Applications, and Products
in Data Processing) applications, widely used for enterprise resource planning (ERP), customer
relationship management (CRM), and supply chain management, have increasingly been migrated
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to cloud platforms to leverage these benefits. However, the shift to cloud computing introduces
unique challenges, particularly concerning network performance.

TCP, the primary protocol used for data transmission in IP networks, is crucial for maintaining the
integrity and reliability of data communication in SAP applications. TCP's role is to manage the
flow of data between sender and receiver, ensuring that packets are delivered accurately and in
order, even in the presence of network congestion or variability. The efficiency of TCP directly
affects the performance of SAP applications, impacting response times, transaction throughput,
and overall user experience.

B. Motivation for optimizing TCP performance in cloud-based environments.

While cloud computing offers numerous advantages, the dynamic nature of cloud networks —
characterized by variable latency, packet loss, and jitter —can adversely affect TCP performance.
For SAP applications, which often involve real-time data processing and require high reliability,
suboptimal TCP performance can lead to increased latency, reduced throughput, and degraded
application responsiveness. These issues can result in significant operational inefficiencies,
affecting critical business processes.

The need for TCP performance tuning in cloud-based SAP environments arises from the desire to
mitigate these challenges and ensure that SAP applications perform optimally. Performance tuning
involves adjusting TCP parameters and configurations to improve data transmission efficiency,
reduce network overhead, and enhance application responsiveness. By optimizing TCP
performance, businesses can ensure that their cloud-hosted SAP applications deliver consistent
and reliable service, meeting the demands of users and business processes.

C. Research Objectives and Scope
This research aims to explore and identify effective TCP performance tuning techniques that can
be applied to SAP applications running on cloud platforms. The objectives of the study are:

1. To analyze the impact of various TCP parameters on the performance of SAP applications in
cloud environments.

2. Their effectiveness in managing network variability.

To provide best practice recommendations for TCP performance tuning to enhance the efficiency
and reliability of SAP applications on the cloud.

The scope of the research includes conducting experiments in cloud-based SAP environments,
analyzing networks. Performance metrics and providing insights based on both theoretical and
practical findings.

D. Structure of the Paper

The paper is organized into several sections. Following the introduction, a literature review will
provide an overview of existing research on TCP performance tuning and its relevance to cloud-
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based SAP applications. The subsequent section will delve into the role of TCP in cloud-based SAP
environments, highlighting the challenges and opportunities for optimization. The methodology
section will describe the experimental setup and tools used for data collection. Performance tuning
techniques will be discussed in detail, followed by a presentation of experimental results and their
analysis. The paper will conclude with a discussion of key findings, implications for practice, and
suggestions for future research.

II. OVERVIEW OF TCP PERFORMANCE IN CLOUD ENVIRONMENTS
A. Introduction to NFS and SAP

In cloud computing, the performance of TCP is crucial for application reliability and efficiency.
Studies have shown that cloud environments introduce additional latency and packet loss due to
factors such as virtualization, multi-tenancy, and shared network resources (Ref. [1]). These
factors can disrupt the optimal functioning of TCP, leading to decreased throughput and
increased latency.

B. Existing Research on SAP Application Performance

SAP applications are known for their complex and data-intensive nature. Research has
highlighted that network performance is a critical factor influencing the responsiveness and
efficiency of SAP applications (Ref. [2]). Various approaches, including Quality of Service (QoS)
and bandwidth allocation strategies, have been explored to enhance SAP performance. However,
specific studies focused on TCP tuning for cloud-based SAP applications remain limited.

C. TCP Optimization Techniques in Cloud Environments
Several TCP optimization techniques have been proposed to enhance performance in cloud
settings. These include:

Congestion Control Algorithms: Algorithms such as CUBIC, BBR, and Reno have been studied
for their ability to manage congestion and optimize throughput (Ref. [3], Ref. [4]).

Window Scaling: Dynamic adjustment of the TCP window size can help accommodate varying
network conditions, improving data flow efficiency (Ref. [5]).

Selective Acknowledgment (SACK): SACK allows TCP to acknowledge non-contiguous blocks of
data, reducing the number of retransmissions required (Ref. [6]).

D. Gaps in current research

While there is substantial research on TCP optimization and SAP performance individually, there
is a notable gap in studies that specifically address TCP performance tuning for SAP applications
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running in cloud environments. This paper aims to fill this gap by providing focused analysis and
practical recommendations.

III. EASE OF USE

A. Load Balancing Strategies

Load balancing is crucial in managing NFS workloads to prevent performance degradation and
ensure high availability. Common load balancing techniques include:

Round-Robin Load Balancing: Distributes client requests across multiple NFS servers in a
sequential order, ensuring even distribution of the load.

Least-Connection Load Balancing: Routes new client requests to the server that has the least
active connections, boosting resource efficiency.

Weighted Load Balancing: Assigns weights to servers based on their capacity and performance,
directing more traffic to higher-capacity servers.

B. Performance Optimization Techniques

To optimize NFS workload performance, several techniques can be employed:

Caching: Implementing caching mechanisms at both client and server levels to reduce latency and
improve response times.

Tuning NFS Parameters: Adjusting parameters such as block size, timeout settings, and
read/write size to enhance data transfer speeds.

Network Optimization: Utilizing high-speed network interfaces and minimizing network latency
through optimized routing and switching.

C. Challenges in Maintaining Optimal TCP Performance
The primary challenges in optimizing TCP performance for SAP applications in cloud
environments include:

Latency Variability: Fluctuations in network latency can disrupt TCP's flow control mechanisms,
leading to reduced throughput.

Packet Loss: Increased packet loss due to network congestion can trigger TCP's retransmission
mechanisms, adding overhead and reducing performance.

Bandwidth Constraints: Limited bandwidth availability in cloud environments can restrict the
amount of data that TCP can transmit, affecting SAP application performance.
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IV. METHODOLOGY

To explore the impact of TCP performance tuning on SAP applications running in cloud
environments, a combination of theoretical analysis and practical experimentation was employed.
The study was conducted in a controlled cloud-based environment using Linux systems,
specifically focusing on an Amazon Web Services (AWS) infrastructure. The experimental setup
involved deploying a typical SAP application stack, including SAP HANA as the database
platform and SAP NetWeaver as the application server, on an EC2 instance configured with
Ubuntu 20.04 LTS. This configuration was selected to mimic a real-world enterprise environment
and ensure that the results are relevant to industry practices.

The network setup was designed to reflect typical cloud conditions, characterized by high latency
and fluctuating bandwidth. To simulate these conditions, network latency levels were varied
between 20ms, 50ms, and 100ms using Linux traffic control tools and bandwidth limits were set at
10 Mbps, 50 Mbps, and 100 Mbps to observe the effect of different network constraints on TCP
performance. These scenarios represent common challenges faced by cloud-based applications,
making the study's findings broadly applicable.

Performance metrics were collected across three test scenarios: first, with default TCP settings to
establish a baseline; second, with optimized TCP settings, including adjustments to window size,
congestion control algorithms (such as BBR), and selective acknowledgment (SACK); and third,
under heavy load conditions with optimized settings to evaluate performance under stress. The
test scenarios were designed to measure key network performance indicators, such as throughput,
latency, packet loss, and SAP application response time. These metrics were chosen because they
directly impact the efficiency and reliability of SAP applications in cloud environments.

To gather the necessary data, a combination of network monitoring tools and SAP's built-in
performance monitoring features were utilized. Packet sniffing tools like Wireshark were
employed to capture and analyze TCP packet transmission patterns, focusing on factors such as
packet loss and retransmission rates. In addition, SAP Solution Manager, SAP's native monitoring
tool, provided insights into application performance, including transaction response times and
data throughput rates. This dual approach ensured comprehensive data collection and enabled a
detailed analysis of how TCP tuning affects SAP application performance.

The experiments were conducted systematically, with each test scenario repeated multiple times
to ensure consistency and reliability of results. Data was collected over a period of several days to
account for variability in cloud network conditions. After data collection, statistical analysis was
performed to compare the performance metrics across different scenarios, highlighting the
improvements gained through TCP optimization. These insights form the basis of the discussion
and conclusions, providing practical recommendations for IT administrators and cloud service
providers to enhance SAP application performance through effective TCP tuning.

V. PERFORMANCE TUNING TECHNIQUES
A. TCP Tuning Parameters for Cloud Based LINUX SAP Systems
For SAP applications hosted on Linux-based cloud environments, several TCP tuning parameters
can significantly impact performance. Key parameters include:
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e TCP Window Size (tcp_window_scaling): Controls the size of the TCP window, allowing
for more outstanding data in transit before needing acknowledgment. Tuning the window
size helps in managing the flow of data and improving throughput, especially in high-
latency networks.

e TCP Congestion Control Algorithms (tcp_congestion_control): Linux supports various
algorithms like CUBIC (default for many distributions), BBR (Bottleneck Bandwidth and
Round-trip propagation time), and Reno. Choosing the appropriate algorithm can help
manage congestion and optimize data transfer rates.

e Selective Acknowledgment (tcp_sack): Allows the receiver to acknowledge individual
packets rather than entire sequences, which helps to manage retransmissions efficiently in
the case of packet loss.

e TCP Keepalive Settings (tcp_keepalive_time, tcp_keepalive_intvl,
tcp_keepalive_probes): These settings help maintain the connection in the presence of idle
network time, reducing the chance of timeouts and improving connection reliability.

e TCP Retransmission Timeout (tcp_retries): Determines the number of retransmissions
attempts before the connection is considered failed. Tuning this parameter can reduce
unnecessary retransmissions, saving bandwidth.

B. Tuning Techniques for configuring TCP parameters on Cloud Based SAP applications

1. Adjusting TCP Window Size: In a cloud environment with high latency and potentially high
bandwidth, increasing the TCP window size can improve throughput. This can be done using the
command:

sysctl -w net.ipv4.tcp_window_scaling=1
sysctl -w net.core.rmem_max=16777216

sysctl -w net.core.wmem_max=16777216

These settings allow for larger receive and send buffer sizes, accommodating more outstanding
packets and improving data flow.

2. Selecting the Appropriate Congestion Control Algorithm: For cloud-based SAP applications,
algorithms like BBR can be more effective in optimizing throughput under varying network
conditions. The algorithm can be set using;:

“sysctl -w net.ipv4.tcp_congestion_control=bbr"

BBR optimizes data transmission by estimating the available bandwidth and round-trip time,
making it suitable for cloud environments with varying conditions.

3. Enabling Selective Acknowledgment (SACK): This feature is enabled by default in most Linux
distributions but can be explicitly set using:

“sysctl -w net.ipv4.tcp_sack=1".

177



1iJCEM

International Journal of Core
Engineering & Management

International Journal of Core Engineering & Management
Volume-7, Issue-05, 2023 ISSN No: 2348-9510

SACK helps reduce the overhead of retransmission, thus improving overall efficiency, especially in
environments prone to packet loss.

4. Tuning Keepalive Parameters: Setting shorter keepalive intervals ensures connections are
maintained without unnecessary timeouts:

sysctl -w net.ipv4.tcp_keepalive_time=120
sysctl -w net.ipv4.tcp_keepalive_intvl=30
sysctl -w net.ipv4.tcp_keepalive_probes=3

These settings keep connections alive, even with temporary network disruptions, improving
reliability.

C. Best Practices for Implementing TCP Tuning in Cloud Environments

VL

Regular Monitoring and Adjustment: Use monitoring tools (e.g., Wireshark, SAP Solution
Manager) to continuously observe network performance and adjust TCP settings based on
observed traffic patterns and network behavior.

Automated Scripts for Scaling: Utilize automation scripts to dynamically adjust TCP
parameters based on workload and network conditions, ensuring optimal performance
during peak usage.

Alignment with Cloud Provider Network Policies: Ensure that TCP tuning configurations
comply with the cloud service provider's network management policies to avoid conflicts
or violations.

EXPERIMENTAL RESULTS AND ANALYSIS
Experimental Results
Environment: The experiments were conducted using a cloud-based Linux environment on
AWS, utilizing an EC2 instance configured with Ubuntu 20.04 LTS. SAP HANA and SAP
NetWeaver were installed to simulate real-world SAP transactions.
Network Configuration: The network was set up to mimic high-latency and high-
bandwidth conditions typical of cloud environments. Different latency levels (20ms, 50ms,
100ms) and bandwidth limits (10 Mbps, 50 Mbps, 100 Mbps) were configured using traffic
control tools on Linux.
Test Scenarios: Three test scenarios were set up:
o Default TCP Settings: Baseline measurements with out-of-the-box Linux TCP
settings.
o Optimized TCP Settings: Adjusted TCP window size, congestion control (BBR),
and SACK.
o Heavy Load with Optimized Settings: Stress testing with multiple concurrent SAP
users (simulated using JMeter) to measure performance under load.

Performance Metrics and Data:

178



1iJCEM

International Journal of Core
Engineering & Management

International Journal of Core Engineering & Management
Volume-7, Issue-05, 2023 ISSN No: 2348-9510

Throughput (Mbps): Amount of data successfully transmitted over the network per
second.

Latency (ms): Round-trip time for a packet to travel from the source to the destination
and back.

Packet Loss (%): Percentage of packets lost during transmission.

Response Time (ms): Time taken for SAP application transactions to complete.

TABLE 1: Performance Metrics based on different scenarios

Scenario Throughput Latency (ms) | Packet Loss (%) | Response Time
(Mbps) (ms)
Default TCP 22.4 100 2.3 1200
Settings
Optimized TCP 48.7 60 0.5 750
Settings
Heavy Load 42.5 75 1.0 900
with Optimized
C. Results
, Figure 1: Throughput and Latency Improvements Across Different Scenarios
—eg Throughput (Mbps) -m- Latency (ms) | 199
15 9%
10
Default TCIP Settings Optimized "fCP Settings Heavy Load w[ith Optimized

Scenarios

Throughput: Optimized TCP settings showed a significant improvement in
throughput, nearly doubling the data transfer rate compared to the default settings.
This can be attributed to the increased TCP window size and the use of the BBR
congestion control algorithm, which effectively utilized the available bandwidth.
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Latency: The optimized settings reduced latency by 40%, demonstrating improved data
transmission efficiency and faster acknowledgment of packets. This reduction in
latency positively impacted the SAP application's responsiveness.

Packet Loss: Enabling selective acknowledgment and adjusting keepalive settings
minimized packet loss. The optimized settings reduced packet loss to 0.5%,
significantly lower than the 2.3% observed with default settings. Even under heavy
load, packet loss remained manageable, indicating robust performance.

Response Time: SAP application response time improved significantly with optimized
settings, reducing the time taken to complete transactions by 450ms on average. Under
heavy load, response times were slightly higher but still well below the baseline,
highlighting the effectiveness of tuning even in high-stress scenarios.

VII. DISCUSSION
A. Insights gained from Experimental Results

The experimental results demonstrate that TCP performance tuning has a substantial impact
on the efficiency and reliability of SAP applications running in cloud environments. Key
insights include:

Improvement in Data Throughput: By adjusting TCP window sizes and selecting
appropriate congestion control algorithms, such as BBR, it is possible to maximize
throughput even in high-latency cloud environments. This directly translates to more
efficient SAP application performance and faster transaction processing.

Reduction in Latency and Packet Loss: Optimized TCP settings help maintain lower
latency and reduce packet loss, which are critical for the responsiveness of real-time
applications like SAP. These improvements enhance user experience and ensure
consistent application performance.

Scalability under Load: The optimized TCP settings performed well under heavy load
conditions, showing the potential to support large numbers of concurrent users without
significant degradation in performance. This is essential for cloud environments that
scale dynamically based on demand.

B. Implications of SAP in cloud

The findings highlight the importance of TCP performance tuning as a best practice for
deploying SAP applications in cloud environments. By fine-tuning TCP parameters,
organizations can mitigate the inherent variability and potential bottlenecks of cloud networks,
ensuring that their critical business applications remain responsive and reliable.

C. Areas for future research

While the study provides valuable insights, it has limitations:
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¢ Limited Cloud Platforms: Experiments were conducted on a single cloud platform
(AWS). Results may vary across different cloud providers due to differences in the
underlying network architectures.

e Focus on Specific SAP Modules: The study focused on specific SAP modules. Other
modules or custom SAP configurations might exhibit different behavior under similar
tuning scenarios.

e Future research could explore:

e Cross-Platform Analysis: Testing across multiple cloud providers to validate the
effectiveness of tuning techniques.

e Impact of Advanced Security Protocols: Analyzing how encryption and security
protocols impact TCP performance tuning in cloud environments.
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