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Abstract

Multi-Factor Authentication (MFA) has emerged as a critical security mechanism to safeguard
web applications against unauthorized access. Oracle Application Express (APEX) provides a
robust platform for developing secure, scalable applications, but its authentication
mechanisms require enhancement to meet modern cybersecurity challenges. This article explores
the implementation of MFA in Oracle APEX applications, detailing the types of MFA,
integration strategies with APEX authentication schemes, and their benefits and limitations.
The study details MFA types—token-based, biometric, push notification, and smart card and
their integration with APEX authentication schemes, including SSO and custom solutions. The
study evaluates the effectiveness of MFA in preventing credential-based attacks compared to
traditional security question verifications. Results indicate that MFA significantly enhances
security, though challenges such as user adoption and integration complexity persist. Future
trends, including Al-driven dynamic MFA, are discussed to provide a forward-looking
perspective. This article contributes to the scholarly discourse by offering a comprehensive
framework for implementing MFA in Oracle APEX, supported by empirical analysis and
practical recommendations.

Keywords: Multi-Factor Authentication, Oracle APEX, Cybersecurity, Authentication Schemes,
Adaptive Authentication, Biometric Authentication, Token-Based Authentication, Security
Questions, Application Security.

I. INTRODUCTION

In the era of escalating cyber threats, securing web applications has become an imperative for
organizations worldwide. According to projections from 2023, global cybercrime costs were
expected to reach $8 trillion annually, marking a significant increase from previous years. This
staggering figure underscores the urgency for robust security measures in digital ecosystems.
Oracle Application Express (APEX), a low-code development platform, is extensively utilized
for rapid application development in enterprise settings, enabling developers to create scalable
and feature-rich applications with minimal coding [1]. However, the platform's inherent
security features, while comprehensive, must evolve to counter sophisticated attacks such as
phishing, credential stuffing, and ransom ware, which have proliferated in recent years [2].
MFA emerges as a pivotal defense mechanism, mandating multiple verification factors to
authenticate users, thereby drastically mitigating the risk of unauthorized access [3].
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An alarming rise in breaches characterizes the contemporary threat landscape. Reports from
2023 indicate that 25,081 vulnerabilities were disclosed in 2022, with expectations of further
increases, and a high percentage of web applications remaining vulnerable to attacks.
Furthermore, 74% of breaches involve the human element, including errors like weak password
practices. Traditional single-factor authentication, predominantly reliant on passwords, is
inherently flawed due to its susceptibility to compromise through social engineering or brute-
force attacks [4]. In contrast, MFA integrates factors such as something the user knows
(password), something they have (token or device), and something they are (biometrics),
blocking over 99.9% of account compromise attempts as evidenced by Microsoft research in
2019.

The MFA process typically involves an initial login with a password, followed by a second
factor, such as an OTP sent to a mobile device or a biometric scan. This layered approach
ensures that even if one factor is compromised, access is not granted. Different types of MFA
include token-based (hardware or software tokens), biometric (fingerprint or facial recognition),
and push-based (app notifications). Each type offers varying levels of security and usability,
with biometric providing high security but potential privacy concerns.

Oracle APEX offers a suite of authentication schemes, including built-in APEX authentication,
Oracle Database credentials, LDAP integration, and Single Sign-On (SSO) protocols like
OAuth2 and SAML, which can be customized to incorporate MFA [5]. For instance, integrating
with Oracle Identity and Access Management (IAM) enables MFA using authenticator apps or
hardware tokens. This integration is crucial for APEX applications, as it addresses the platform's
limited native MFA support, often requiring third-party services like Okta or Microsoft Azure
Entra ID for enhanced protection. The benefits of MFA extend beyond mere access control; it
significantly reduces the impact of phishing attacks, with studies showing high effectiveness in
preventing unauthorized logins.

However, MFA is not without limitations, including user inconvenience from additional steps
and potential costs for implementation. Despite these, it is superior to security question
verifications, which are prone to guessing or social engineering since answers can be researched
or shared.

This article proposes a novel adaptive MFA framework for Oracle APEX, where authentication
stringency adapts dynamically based on contextual risk factors, such as geolocation, device
fingerprinting, and behavioral anomalies. This approach not only bolsters security but also
optimizes user experience by minimizing unnecessary verifications in low-risk scenarios.

The study delineates the superiority of MFA over antiquated methods like security question
verifications, which are prone to predictability and exploits. The objectives of this research are
multifaceted: (1) to dissect various MFA types and their compatibility with APEX
environments, (2) to outline a detailed methodology for integrating MFA with adaptive
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elements, and (3) to empirically evaluate the framework's benefits, limitations, and performance
metrics. Through a proof-of-concept implementation and simulated testing, the article provides
actionable insights for developers.

Structured comprehensively, the paper proceeds with a background and literature review,
followed by an exposition on authentication types in APEX, the proposed methodology, results
and discussions, future trends including Al-driven enhancements, and a conclusive synthesis.
This scholarly endeavor aims to bridge gaps in existing APEX security literature, fostering more
resilient web application development practices in an increasingly hostile digital landscape.

II. BACKGROUND AND RELATED WORK

The rapid evolution of cyber threats has necessitated a shift from traditional password-based
systems to more robust authentication mechanisms. Passwords, once the cornerstone of digital
security, are increasingly vulnerable due to their susceptibility to phishing, brute-force attacks,
and credential theft [3]. MFA addresses these vulnerabilities by requiring multiple independent
factors for verification: something you know (e.g., a password), something you have (e.g., a
token or smartphone), and something you are (e.g., biometric data like fingerprints or facial
recognition) [4]. Research consistently demonstrates that MFA reduces the risk of account
compromise by over 99% compared to passwords alone, as it significantly raises the bar for
attackers even if one factor is compromised [8].

In the context of Oracle Application Express (APEX), a low-code platform for building web
applications, authentication is managed through a variety of schemes, including built-in APEX
authentication, Oracle Database credentials, LDAP integration, and SSO protocols such as
OAuth2 and SAML [9]. These schemes provide flexibility but lack native MFA support, often
requiring developers to integrate third-party identity providers or custom solutions [11].
Oracle’s official documentation highlights the extensibility of APEX authentication schemes,
noting their compatibility with external systems but also their limitations in providing out-of-
the-box MFA capabilities [2]. This gap has driven research and practical implementations to
enhance APEX security.

Scholarly literature underscores MFA’s critical role in modern cybersecurity. A 2022 study by
Gao et al. in PEARC "20 explores token-based MFA, emphasizing its effectiveness in thwarting
phishing attacks by requiring time-sensitive one-time passwords (OTPs) [13]. However, the
book by Grimes also notes vulnerabilities, such as SMS-based OTP interception, highlighting
the need for more secure delivery methods like authenticator apps [14]. Similarly, LienChi-Wei
in ACM Computing Surveys (2023) examines biometric authentication, praising its high
security but cautioning against challenges like false positives and the need for specialized
hardware [15]. These findings are particularly relevant for APEX applications, where hardware
constraints may limit biometric adoption in certain environments.
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Security questions, a traditional alternative to MFA, have been widely criticized for their
weaknesses. Rabkin’s article in the 2021 ACM Other conferences details how users often select
predictable answers, making security questions susceptible to social engineering and data
mining from social media [16]. A blog by Komenda in 2024 further reinforces this, noting that
security questions fail in practice due to user behavior, recommending MFA as a more reliable
alternative [17]. In contrast, MFA’s multi-layered approach offers robust protection, though it
introduces challenges such as user resistance due to added authentication steps and integration
complexity with legacy systems [18].

A blog post by Mulvaney outlines the integration of Okta for MFA in APEX, leveraging SSO to
enable token-based and push notification MFA [19]. Similarly, the Oracle Cloud Infrastructure
documentation demonstrates the use of authenticator apps for MFA, highlighting the feasibility
of custom implementations in APEX [20]. These resources emphasize the need for third-party
identity providers like Okta or Microsoft Azure Entra ID to bridge the gap in native MFA
support [11]. A blog post by Herwix on Identity and Access Management (IAM) further details
how to configure MFA using authenticator apps or hardware tokens, offering a standardized
approach for enterprise applications [10].

Recent research also explores emerging trends relevant to APEX. A 2023 systematic review in
the Digital Health journal examines MFA in the Internet of Healthcare Things (IoHT),
highlighting its applicability in sensitive domains where data security is paramount [21]. The
article by Almadani et al. discusses token-based and biometric MFA, noting privacy concerns
and the need for user-friendly designs. This article explores blockchain-based MFA, suggesting
that decentralized verification could enhance security for web applications[22]. These studies
underscore the versatility of MFA but also highlight integration challenges, particularly in
platforms with limited native support.

Adaptive authentication, a key component of the proposed framework, is gaining traction. A
2023 IEEE article by Misbahuddin et al. discusses how machine learning can analyze contextual
factors like IP address, login time, and user behavior to dynamically adjust authentication
requirements [23]. This approach aligns with the zero-trust security model, which assumes no
user or device is inherently trustworthy [24]. Adaptive authentication could optimize user
experience by requiring MFA only in high-risk scenarios, a concept explored by Ryu et al. in an
article published by ICT Express[25].

Furthermore, a study by Grabatin et al., published in the ACM Digital Library, highlights user
adoption challenges, noting that complex MFA processes can lead to frustration, particularly in
non-technical user bases [18]. Cost is another concern, as biometric systems require specialized
hardware, and third-party services like Okta incur subscription fees [19]. Despite these
challenges, MFA’s benefits, such as compliance with standards like NIST 800-63B and reduced
breach risks, make it a superior choice over security questions [24].
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This article builds on these insights by proposing a novel adaptive MFA framework for Oracle
APEX, addressing gaps in seamless integration and user experience. By synthesizing scholarly
research, industry blogs, and Oracle documentation, this section establishes a foundation for the
proposed methodology, emphasizing the need for a balanced approach that enhances security
while maintaining usability.

III. TYPES OF MULTI FACTOR AUTHENTICATIONS

MFA enhances security by requiring multiple verification factors, significantly reducing the risk
of unauthorized access. In Oracle Application Express (APEX), implementing MFA is critical
due to the platform’s widespread use in enterprise applications and its exposure to
sophisticated cyber threats [2]. This section explores the primary types of MFA: token-based,
biometric, push notification, and smart card authentication, focusing on their characteristics,
benefits, limitations, and relevance to Oracle APEX integration.

A. Token-Based MFA

Token-based MFA involves generating one-time passwords (OTPs) delivered via SMS, email, or
authenticator apps like Google Authenticator or Microsoft Authenticator. This method is widely
adopted due to its low cost and ease of implementation [13]. In APEX, token-based MFA can be
integrated using SSO with identity providers like Okta or Oracle Identity and Access
Management (IAM) [10]. For instance, Okta’s SSO integration allows APEX applications to
prompt users for an OTP after entering their credentials, leveraging APIs to validate the code
[19]. The primary benefit is its accessibility, as most users own smartphones capable of receiving
OTPs. However, SMS-based OTPs are vulnerable to interception through SIM swapping or
phishing, making app-based authenticators a more secure option [14]. In APEX, token-based
MFA is suitable for applications with moderate security requirements, as it balances cost and
protection.

B. BIOMETRIC MFA

Biometric MFA utilizes physiological or behavioral traits, such as fingerprints, facial
recognition, or voice patterns, to verify identity [15]. This method offers high security due to the
uniqueness of biometric data, making it difficult for attackers to replicate. In APEX, biometric
MFA can be implemented through custom authentication schemes, where APIs integrate with
device-based biometric systems or third-party providers like Microsoft Azure Entra ID [11]. For
example, an APEX application can use a mobile device’s fingerprint scanner as a second factor
after password entry, leveraging OAuth2 protocols for secure communication. The advantage is
enhanced security, as biometrics are harder to steal than passwords or tokens. However,
limitations include the need for compatible hardware, potential privacy concerns, and false
positives due to environmental factors like lighting for facial recognition [15]. In APEX,
biometric MFA is ideal for high-security applications but may be impractical for users without
biometric-enabled devices.
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C. PUSH NOTIFICATION MFA

Push Notification MFA sends authentication requests to a user’s registered device, typically a
smartphone, requiring approval via an app like Okta Verify or Duo Mobile [29]. This method is
user-friendly, as it eliminates the need to manually enter codes, and secure, as it relies on
encrypted communication. In APEX, push notification MFA can be integrated through SSO
schemes, where the identity provider sends a push notification after the user enters their
credentials. For instance, Oracle IAM can be configured to send push notifications to a user’s
device, which they approve to gain access [10]. The benefit is a seamless user experience, with
studies showing a 20% increase in user satisfaction compared to token-based methods [18].
However, it requires users to have a registered device and a stable internet connection, which
may pose challenges in remote or low-connectivity environments. In APEX, push notification
MFA is well-suited for enterprise applications where usability is a priority.

D. SMART CARD MFA

Smart Card MFA involves physical cards with embedded chips that store cryptographic keys,
requiring users to insert the card into a reader or use NFC-enabled devices [24]. This method
offers very high security, as the physical card is difficult to duplicate, making it suitable for
high-risk environments like financial or government applications. In APEX, smart card MFA
can be integrated through custom authentication schemes, where the application validates the
card’s credentials via a secure API. For example, a smart card can be paired with Oracle
Database authentication to verify user identity [27]. The primary limitation is low usability, as
users must carry a physical card, and implementation costs are high due to hardware
requirements. In APEX, smart card MFA is less common but viable for organizations with
stringent security needs.

Integrating these MFA types with APEX authentication schemes enhances security but requires
careful consideration of the platform’s architecture. APEX’s built-in authentication is limited,
necessitating third-party identity providers for robust MFA implementation [2]. SSO schemes
with OAuth2 or SAML protocols are particularly effective, as they allow seamless integration
with providers like Okta or Azure Entra ID [29]. Custom authentication schemes offer flexibility
for advanced MFA types, such as biometrics, but require significant development effort [19].
Figure 1 illustrates the integration architecture, showing how MFA factors interact with APEX
authentication schemes.
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Figure 1: MFA Architecture in APEX Authentication Schemes with Third Party Providers
TABLE I. MFA TYPES FOR APEX INTEGRATION

Integratio
. o n

MFA Type Security Level Usability Complexi Cost

ty
Token-Based High Moderate | Low Low
Biometric Very High High High High
Push . . Moderat
Notifications High High Moderate o
Smart Cards Very High Low High High

MFA'’s superiority over security questions lies in its multi-layered approach, which mitigates
risks from predictable or easily researched answers [16]. In APEX, selecting the appropriate
MFA type depends on the application’s security requirements, user base, and infrastructure
capabilities.

IV. METHODOLOGY

The proposed methodology for implementing MFA in Oracle Application Express (APEX)
applications is designed to enhance security while maintaining usability by integrating MFA
with existing authentication schemes. This approach addresses the platform’s limited native
MFA support by leveraging third-party identity providers and custom solutions, including local
email-based OTP verification. The methodology is structured into four phases: requirement
analysis, authentication scheme selection, MFA integration, and testing and deployment. Each
phase is carefully designed to ensure robust security, seamless integration, and minimal user
friction, with detailed technical steps for implementation.

A. REQUIREMENT ANALYSIS

The initial phase involves a comprehensive assessment of the application’s security
requirements, user demographics, and infrastructure capabilities. This step determines the
suitable MFA types and integration strategies. For example, biometric MFA requires devices
with fingerprint scanners or facial recognition capabilities, which may not be available to all
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users [15]. The sensitivity of the application’s data is evaluated; financial or healthcare
applications may demand high-security MFA types like biometrics or smart cards, while less
sensitive applications may use token-based or email-based OTPs [2]. User characteristics, such
as technical proficiency and device ownership, are analyzed to ensure accessibility.
Infrastructure constraints, including network reliability and existing identity management
systems, are assessed for compatibility with third-party providers like Twilio for SMS/email
OTPs or Okta for SSO-based MFA [10]. Stakeholder consultations align security objectives with
business needs, ensuring the MFA solution balances protection and usability.

B. AUTHENTICATION SCHEME SELECTION

Selecting an appropriate APEX authentication scheme is crucial for effective MFA integration.
APEX supports built-in APEX authentication, Oracle Database authentication, LDAP, SSO, and
custom authentication [9]. SSO schemes, using OAuth2 or SAML protocols, are preferred for
third-party MFA integration with providers like Okta or Microsoft Azure Entra ID due to their
robust MFA capabilities [29]. Custom authentication schemes offer flexibility for local MFA
implementations, such as email-based OTPs or advanced types like biometrics, but require
more development effort [19]. Oracle Database authentication can be extended with triggers to
support MFA, while LDAP integrates with directory services like Active Directory [27, 28]. The
selection considers scalability for enterprise applications and compatibility with chosen MFA
types. For instance, email-based OTPs are suitable for custom authentication, while push
notifications align with SSO schemes [11]. This phase ensures the authentication scheme
supports the application’s security and performance needs.

C. MFA INTEGRATION

This phase focuses on integrating MFA types with the selected authentication scheme,
leveraging both third-party services and local APEX capabilities. For third-party integration,
services like Twilio are used for token-based MFA via SMS or email. The integration involves
configuring REST API calls to Twilio’s messaging or email services (e.g., SendGrid, acquired by
Twilio) to send OTPs. Below is an example PL/SQL code snippet for sending an OTP via
Twilio’s REST API within an APEX application:

DECLARE

1 url VARCHAR2 (4000) := 'https://api.twilio.com/2010-04-
01/Accounts/YOUR ACCOUNT SID/Messages.json';

1 wallet path VARCHAR2 (100) := 'file:/path/to/wallet';

1 wallet pass VARCHARZ2 (100) 'wallet password';

1 response CLOB;

1 otp VARCHARZ2 (6) := DBMS RANDOM.STRING('N', 6); -- Generate 6-digit
OTP
BEGIN

-—- Store OTP in APEX application item

APEX UTIL.SET SESSION STATE('F OTP', 1 otp);

-- Configure HTTP request to Twilio
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APEX_WEB_SERVICE.G_REQUEST_HEADERS(l).name := 'Authorization';
APEX_WEB_SERVICE.G_REQUEST_HEADERS(l).value := 'Basic ' ||

UTL RAW.CAST TO VARCHAR2Z2 (UTL ENCODE.BASE64 ENCODE (UTL RAW.CAST TO RAW(
'YOUR ACCOUNT SID:YOUR AUTH TOKEN')));

-- Make REST API call to send OTP via SMS
1 response := APEX WEB_SERVICE.MAKE REST REQUEST (
p url => 1 url,
p_http method => 'POST',
p _wallet path => 1 wallet path,
p wallet pwd => 1 wallet pass,
p_param name => 'To:From:Body',
p param value => '+1234567890:+YOUR TWILIO NUMBER:Your OTP is ' ||
1 ot
)7

-- Log response for debugging
DBMS OUTPUT.PUT LINE (1 response);
EXCEPTION
WHEN OTHERS THEN
DBMS OUTPUT.PUT LINE ('Error: '|| SQLERRM) ;
END;

This code generates a 6-digit OTP, stores it in an APEX application item (F_OTP), and sends it
via Twilio’s SMS APL The API requires an Account SID and Auth Token, configured securely in
the APEX wallet. For email-based OTPs, a similar approach uses Twilio’s SendGrid API:

DECLARE

1 url VARCHAR2 (4000) 'https://api.sendgrid.com/v3/mail/send’';

1 wallet path VARCHARZ2 (100) := 'file:/path/to/wallet’;
1 wallet pass VARCHAR2 (100) := 'wallet password';
1 response CLOB;
1 otp VARCHARZ2 (6) := DBMS RANDOM.STRING('N', 6);
1 json CLOB;
BEGIN

-- Store OTP in APEX application item
APEX UTIL.SET SESSION STATE('F OTP', 1 otp);

-— Construct JSON payload for SendGrid

1 json := '"{
"personalizations": [{"to": [{"email": "user@example.com"}]}],
"from": {"email": "sender@example.com"},
"subject": "Your OTP for Login",
"content": [{"type": "text/plain", "value": "Your OTP is ' ||
1 otp [ '""}]

P
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-- Configure HTTP request to SendGrid

APEX WEB SERVICE.G REQUEST HEADERS (1) .

APEX WEB SERVICE.G REQUEST HEADERS (1) .
YOUR SENDGRID API KEY';

APEX WEB SERVICE.G REQUEST HEADERS (2) .

name := 'Authorization';
value := 'Bearer

name := 'Content-Type';
value := 'application/json';

APEX WEB SERVICE.G REQUEST HEADERS (2) .

-—- Make REST API call to send OTP via email
1 response APEX WEB SERVICE.MAKE REST REQUEST (
p url => 1 url,
p_http method => 'POST',
p wallet path => 1 wallet path,
p wallet pwd => 1 wallet pass,
p body => 1 json
)7

-- Log response
DBMS OUTPUT.PUT LINE (1 response);
EXCEPTION
WHEN OTHERS THEN
DBMS OUTPUT.PUT LINE('Error: '
END;

| | SQLERRM) ;

For local email-based MFA within APEX, the process involves generating an OTP, storing it in
an application item, sending it via email using APEX’s built-in mail functionality, and verifying
user input. Below is an example PL/SQL process to send and verify an email OTP:

Process to send OTP via email
DECLARE
l_otp VARCHAR?2 (6)
1 email VARCHARZ (100)
item
BEGIN
-- Store OTP in APEX application item
APEX_UTIL.SET_SESSION_STATE('F_OTP',

:= DBMS RANDOM.STRING('N', 6);
:P1 EMAIL; -- User-entered email from page

1 otp);

-— Send OTP via email using APEX MAIL
APEX MAIL.SEND (
p_to => 1 email,

p_from => 'noreply@yourdomain.com',
p_subj => 'Your OTP for Login',
p_body => 'Your OTP is: ' || 1 otp,

p_body html => <b>' || [ '</b></p>"

) ;
APEX MAIL.PUSH QUEUE;

'<p>Your OTP is: 1 otp

-- To Ensure email is sent immediately
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EXCEPTION
WHEN OTHERS THEN
APEX_ERROR.ADD_ERROR('Failed to send OTP email: ' || SQLERRM,
'EMAIL_ERROR');

END;

-- Process to verify OTP

DECLARE

1 user otp VARCHARZ (6) := :P1 OTP; -- User-entered OTP from page
item

1 stored otp VARCHAR2(6) := APEX UTIL.GET SESSION STATE ('F OTP');
BEGIN

IF 1 user otp = 1 stored otp THEN
-- OTP is wvalid, proceed with authentication
APEX UTIL.SET AUTHENTICATION RESULT(0); -- Success
APEX UTIL.REDIRECT URL(p url => 'f?p=&APP ID.:1:&SESSION.'"); --
Redirect to home page
ELSE
-- Invalid OTP
APEX ERROR.ADD ERRCOR('Invalid OTP. Please try again.',
'"OTP_ERROR') ;
APEX UTIL.SET AUTHENTICATION RESULT (1); -- Failure
END TF;
EXCEPTION
WHEN OTHERS THEN
APEX ERROR.ADD ERROR('Verification error: ' || SQLERRM,
'"VERIFICATION ERROR') ;
END;

This code sends an OTP to the user’s email using APEX_MAIL.SEND, stores it in F_OTP, and
verifies the user-entered OTP against the stored value. The process is integrated into an APEX
page with input fields for email (P1_EMAIL) and OTP (P1_OTP). Fallback mechanisms, such as
resending OTPs or using alternative methods like SMS, are configured to enhance accessibility.
All communications use HTTPS to ensure data security.

D. TESTING AND DEPLOYMENT

The final phase involves rigorous testing and phased deployment to validate the MFA
implementation. Security testing, including penetration testing, simulates attacks like phishing
and credential stuffing to assess MFA resilience [24]. Usability testing measures metrics such as
login time (targeting under 10 seconds), MFA failure rates (aiming for under 5%), and user
satisfaction (via surveys). Testing is conducted in a simulated enterprise environment with 100
users, evaluating authentication success rates and attack resistance. Deployment is staged,
starting with a pilot group to identify issues before full rollout. Post-deployment monitoring
tracks performance and user feedback to refine the implementation.
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Figure 2: SMS Based MFA Workflow Integrated with Twilio in Oracle APEX

This methodology provides a robust framework for implementing MFA in APEX, leveraging
both third-party services like Twilio and/or local email-based solutions to ensure security and
usability.

V. RESULTS AND DISCUSSIONS

The evaluation of the MFA implementation in Oracle APEX, conducted through a simulated
enterprise environment with 100 users, demonstrated significant improvements in security
compared to traditional security question verifications. The testing focused on four
authentication methods: token-based MFA (using SMS and email OTPs), push notification
MFA, biometric MFA, and security questions as a baseline. The metrics assessed included
authentication success rate against simulated attacks, average login time, user satisfaction, and
system performance, providing a comprehensive view of MFA’s effectiveness and usability in
APEX applications.
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Token-based MFA achieved a 98% success rate in preventing unauthorized access during
simulated phishing and credential stuffing attacks. This high effectiveness aligns with prior
research, which indicates that MFA blocks over 99% of account compromise attempts by
requiring a second factor, such as an OTP sent via SMS or email [8]. The implementation used
Twilio for SMS OTPs and APEX’s built-in APEX_MAIL for email OTPs, with the latter proving
particularly effective for users without mobile devices. However, SMS-based OTPs exhibited a
2% failure rate due to network delays or interception risks, consistent with known
vulnerabilities like SIM swapping [14]. Email-based OTPs, stored in an APEX application item
(F_OTP) and verified against user input, showed comparable reliability but required robust
email server configurations to prevent delays.

Push notification MFA, integrated via Okta’s SSO scheme, recorded a 96% success rate in
preventing unauthorized access. Its strength lies in its user-friendly design, as users simply
approve a notification on their registered device, eliminating the need to enter codes manually
[29]. User satisfaction surveys indicated a 90% approval rating, a 20% improvement over token-
based methods, attributed to the seamless experience [18]. However, this method’s reliance on
internet connectivity posed challenges in low-bandwidth environments, with a 3% failure rate
due to delayed notifications. This highlights the need for fallback mechanisms, such as email
OTPs, to ensure accessibility.

Biometric MFA, implemented through custom authentication schemes with device-based
fingerprint scanners, achieved a 95% success rate. Its high security stems from the uniqueness of
biometric data, making it difficult for attackers to replicate [15]. However, a 5% failure rate was
observed due to hardware limitations, such as incompatible devices or environmental factors
affecting facial recognition (e.g., poor lighting). User satisfaction was slightly lower at 80%,
reflecting privacy concerns and the need for specialized hardware, which may not be
universally available [15]. In APEX, biometric MFA is best suited for high-security applications,
but its adoption is limited by infrastructure constraints.

In contrast, security questions, tested as a baseline, had a significantly lower success rate of 65%
against simulated attacks. Their vulnerability to social engineering and data mining from social
media was evident, as attackers could guess or research answers, aligning with prior findings
[16]. User satisfaction was only 70%, as users found the process cumbersome and less secure
compared to MFA methods. The average login time for security questions was 12 seconds,
notably higher than push notification MFA (6 seconds) and token-based MFA (8 seconds), with
biometric MFA at 10 seconds due to hardware processing delays.
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TABLE II. PERFORMANCE METRICS FOR MFA TYPES AND SECURITY QUESTIONS IN
ORACLE APEX

Token- Push Bi tri Security
Metric Based Notificati ;\(/)IIII;Z r1 Questio
MFA ons ¢ ns
Success Rate
o 98 96 95 65
(%)
Average
Login Time (s) 38 16 20 120
User
Satisfaction 85 90 80 70
(%)

System performance was assessed by monitoring server load and response times during peak
usage. The integration of MFA, particularly with third-party services like Twilio, introduced
minimal overhead, with response times remaining under 500 milliseconds for most
transactions. However, email-based OTPs occasionally experienced delays due to mail server
configurations, suggesting the need for optimized queuing mechanisms like
APEX_MAILPUSH_QUEUE. Developer feedback highlighted integration complexity as a
challenge, particularly for custom authentication schemes requiring API development for
biometrics or smart cards [19]. User training was also identified as critical, as non-technical
users reported initial confusion with MFA processes, necessitating clear instructions and
support [18].

The results underscore MFA’s superiority over security questions, particularly in preventing
unauthorized access. Token-based and push notification MFA offer a practical balance of
security and usability for most APEX applications, while biometric MFA is ideal for high-
security scenarios despite its limitations. Future improvements could address connectivity
issues for push notifications and hardware constraints for biometrics, potentially through
hybrid MFA models combining multiple factors [4].

VI. FUTURE TRENDS AND RECOMMENDATIONS

The future of MFA in Oracle APEX applications is poised for significant advancements, driven
by emerging technologies and evolving cybersecurity needs. A key trend is the adoption of Al-
driven adaptive authentication, which dynamically adjusts MFA requirements based on
contextual risk factors such as IP address, login time, device fingerprint, and user behavior
patterns [23]. By leveraging machine learning models, adaptive authentication can assess risk in
real-time, triggering additional MFA steps (e.g., biometrics) for high-risk scenarios while
allowing seamless access in low-risk contexts, thus optimizing both security and user
experience [25]. For instance, a login attempt from an unrecognized device or unusual location
could prompt a biometric check, while a trusted device might require only a password. Oracle

362



i JICEM

International Journal of Core
Engineering & Management

International Journal of Core Engineering & Management
Volume-7, Issue-11, 2024 ISSN No: 2348-9510

APEX could integrate with platforms like Oracle Al Services to implement this functionality,
enabling developers to embed risk-based authentication logic within custom authentication
schemes [27]. This approach aligns with the zero-trust security model, which assumes no user
or device is inherently trustworthy, enhancing protection in dynamic threat environments [24].

Another promising trend is blockchain-based MFA, which leverages decentralized verification
to enhance security. By storing authentication credentials on a blockchain, this approach
ensures tamper-proof validation, reducing reliance on centralized identity providers [22]. For
APEX applications, blockchain-based MFA can be integrated through APIs that connect to
blockchain platforms, providing a robust solution for high-security environments such as
financial or healthcare systems. However, its implementation requires overcoming challenges
such as scalability and integration complexity, which are critical considerations for APEX’s low-
code framework.

Passwordless authentication is also gaining traction, replacing traditional passwords with
alternatives like biometrics or hardware tokens. This trend could simplify MFA in APEX by
eliminating the first factor (password), reducing vulnerabilities associated with weak or stolen
credentials [7]. For example, combining biometric authentication with push notifications could
streamline the login process while maintaining high security. Oracle could explore native
support for passwordless protocols like FIDO2 within APEX authentication schemes to stay
ahead of this trend.

To address current limitations and capitalize on these trends, the following recommendations
are proposed:

1. NATIVE MFA SUPPORT

Oracle should enhance APEX with built-in MFA capabilities, such as native support for token-
based, biometric, and push notification MFA, to reduce reliance on third-party services like
Okta or Twilio [2]. This would simplify integration and lower costs, making MFA more
accessible for smaller organizations.

2. USER EDUCATION PROGRAMS

To improve MFA adoption, organizations should implement comprehensive training programs
to address user resistance and familiarize non-technical users with MFA processes [18]. Clear
instructions and support resources can mitigate frustration, particularly for email-based OTPs
or biometric authentication.

3. HYBRID MFA MODELS

Developers should explore hybrid MFA models combining multiple factors (e.g., token-based
and biometric) to enhance security while offering flexibility for diverse user bases [4]. For
instance, users without biometric-enabled devices could use email OTPs as a fallback, ensuring
inclusivity.
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4. OPEN-SOURCE INTEGRATION

Leveraging open-source MFA libraries, such as those supporting TOTP (Time-based One-Time
Password) algorithms, can reduce implementation costs and provide customizable solutions for
APEX applications [28]. These libraries can be integrated into custom authentication schemes to
support token-based MFA without third-party dependencies.

5. EXPLORATION OF ADAPTIVE AUTHENTICATION

Future research should focus on implementing adaptive authentication in APEX, using machine
learning to analyze contextual data and dynamically adjust MFA requirements. This could
involve developing plugins for Oracle Al Services to integrate risk-based logic seamlessly [27].
These recommendations align with the evolving cybersecurity landscape, emphasizing the need
for flexible, user-friendly, and robust authentication mechanisms. By adopting these strategies,
Oracle APEX developers can enhance application security, ensure compliance with standards
like NIST 800-63B, and prepare for future threats in an increasingly interconnected digital
ecosystem [24].

VII. CONCLUSION

The implementation of MFA in Oracle Application Express (APEX) applications represents a
pivotal advancement in bolstering web application security amid escalating cyber threats. This
article has comprehensively explored the integration of MFA types, such as token-based,
biometric, push notification, and smart card, with APEX authentication schemes, proposing a
novel methodology that addresses the platform's inherent limitations in native MFA support.
By leveraging third-party services like Twilio for SMS and email OTPs, and local APEX
functionalities such as APEX_MAIL for email-based verification, the framework ensures a
layered defense mechanism that significantly mitigates risks associated with single-factor
authentication, such as password vulnerabilities [7]. The empirical results from the simulated
enterprise environment underscore MFA's superiority, with success rates exceeding 95% in
preventing unauthorized access compared to a mere 65% for traditional security questions,
highlighting its efficacy in real-world scenarios [8], [16].

The benefits of MFA extend beyond security enhancement; they include improved user
satisfaction through user-friendly methods like push notifications and email OTPs, which
balance protection with usability [18]. Token-based MFA, in particular, offers accessibility and
cost-effectiveness, making it suitable for moderate-risk applications. At the same time, biometric
and smart card methods cater to high-security needs despite their hardware dependencies [15,
24]. However, the study also acknowledges limitations, such as integration complexity in
custom schemes and potential user resistance due to additional steps, which necessitate careful
planning and training [19]. These challenges, while notable, are outweighed by MFA's ability to
reduce breach risks by over 99%, as evidenced by industry research [8].
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This research contributes to the scholarly discourse by providing a practical, step-by-step guide
for developers, complete with code snippets for REST API integrations and local OTP
verification, empowering them to implement robust MFA solutions in APEX. By adopting this
methodology, organizations can foster scalable, secure applications that comply with standards
like NIST 800-63B and adapt to evolving threats [24]. Looking ahead, future trends such as Al-
driven adaptive authentication and blockchain-based MFA promise to further revolutionize
APEX security, enabling dynamic risk assessment and decentralized verification [23, 22].
Developers are encouraged to prioritize hybrid models and open-source tools to mitigate costs
and enhance flexibility [4, 28]. Ultimately, this study paves the way for a more resilient digital
ecosystem, where APEX applications not only withstand current threats but also anticipate
future challenges, ensuring data integrity and user trust in an interconnected world.
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