i JCEM

International Journal of Core
Engineering & Management

International Journal of Core Engineering & Management

Volume-7, Issue-08, 2023 ISSN No: 2348-9510
MALWARE DETECTION IN ENCRYPTED TLS TRAFFIC THROUGH MACHINE
LEARNING
Udit Patel,

devashishm91@gmail.com

Abstract

There has been increased use of Transport Layer Security (TLS) protocol that has improved
confidentiality and integrity in internet communications but is difficult to detect malware. The
use of TLS has grown among traffic sources, and it is malicious to conceal their activity. Hence,
traditional packet examination and signatures that rely on deep packet inspection are fair game
for exploitation. Since encrypted traffic cannot be directly examined, the work has turned to
machine learning (ML) as an effective method for malware detection based on examining
metadata and statistical measures of TLS traffic without decrypting it. This paper discusses
employing machine learning to detect malware from encrypted TLS traffic. This paper identifies
how ML algorithins depend on handshake details, flow duration, and packet size to distinguish
between normal and abnormal traffic. The paper provides information about each step involved in
the workflow of employing ML-based detection, including data acquisition, feature extraction,
model, training, and real-time detection. It also describes the kind of ML models that can be used:
supervised learning, unsupervised learning, and deep learning methods, which also come with
their benefits. The limitations encountered when deploying ML for TLS traffic detection, such as
encryption limitation, high false positive results, dynamic nature of malware behaviour, and
adversarial attacks, are also discussed. Last but not least, the paper emphasizes the importance of
daily training and updating ML models to meet the emerging challenges posed by new forms of
malware. The study results indicate that integrating the proposed novel ML approaches with
other antimalware technologies results in a synergistic improvement of malware detection rates
in the encrypted environment.

Keywords: Malware detection, TLS encryption, Machine learning, Encrypted traffic, Feature
extraction, Cybersecurity, Anomaly detection, Model training, Real-time detection, TLS
handshake.

I. INTRODUCTION
In the current world, where technology is rapidly evolving, protecting information is of the
essence, and this can only be achieved through cybersecurity. Securing data is more critical than
ever today since internet technologies have advanced incredibly, and more people are transacting
through the internet. Among the pillars of protection of the communication channels on the
internet is encryption, which helps to maintain the privatized information that is being transferred
over the networks private and away from the reach of other people. In today's world, where
businesses, governments, and individuals depend on secure communications for core operations,
TLS encryption mechanisms have become core pillars of maintaining the integrity and privacy of
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the information exchanged between two parties. SSL encryption is used in today's rapid
development in network communications to protect client-server data transmission. As data
moves through the internet, it makes sure that third parties cannot gain access to or change it.
Whether the users are sending their financial details, medical reports, or any other strictly business
communications, TLS puts a lock on keeping the data away from the prying eyes of the culprits.
TLS also confirms the website identity so consumers engage with genuine services, reducing a
malicious party's ability to manipulate end-consumers and increasing the trust between end-
consumers and service providers.

While TLS has dramatically improved the confidentiality and integrity of message exchanges, it is
also the source of a new problem in computer security. Since TLS is optimized for confidentiality,
it effectively hides from legacy security tools like intrusion detection systems (IDS) and firewalls
that have formerly been inspecting the plaintext for malicious activity. As a result, because the
content of TLS-protected communications is encrypted and invisible without decryption, it is
becoming much more complicated for these security tools to differentiate between good and bad
traffic. Consequently, cybercriminals rely on encryption to hide their activities, using encrypted
connections to deliver attacks, manage malware, and steal data. Malware, on the other hand, is
software designed to cause harm by corrupting property, interrupting functions, or gaining
unauthorized access to the systems. With continuous changes in organizations, such as shifting to
TLS as a standard protocol in secure communication channels, cybercriminals have learned to use
encryption to conceal their malicious activities. For instance, today's modern malware variants,
such as ransomware or botnets, now employ encrypted connections to their C2 domains. This
makes it increasingly complex for network-based security solutions to detect or block such
malicious communications without decrypting the traffic. This is usually very unrealistic given
such processes' legal, privacy, and performance constraints. As a result, identifying malware
within encrypted TLS traffic has become one of the most significant problems in cybersecurity in
recent years.

With these challenges in mind, it has been realized that legacy security solutions need to be
improved to address the threat burrowed deep within the encrypted payload. Symantec Corp., for
example, utilizes old identification models like pattern matching, where network traffic is searched
for known patterns related to malware. However, these do not work if the traffic is encrypted. Like
signature-matching techniques, heuristic-based detection methods that depend on specific coded
rules can also not detect new and emerging versions of malware that may be using TLS to obscure
themselves. To overcome these challenges, there has been a growing interest in a new technology
called machine learning (ML). ML is a subfield of Al in which complex software is exposed to
stimuli and data to adapt its operation to a better way without encoding. In cybersecurity, there is
the ability to use machine learning techniques to analyse encrypted traffic for patterns and
behaviours that might suggest malicious activity. Instead of analysing the content of encrypted
TLS messages, machine learning models utilize metadata and statistical characteristics of TLS
communication, including handshake details, flow duration, and the size of packets, enabling the
system to distinguish malicious traffic from legitimate traffic.
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Figure 1: TLS interception

Another benefit of machine learning in the context of malware identification is the fact that this
approach will identify threats that were not previously known. In contrast to conventional
approaches that may detect only pre-defined types of malicious code, machine learning models
can learn from the characteristics and patterns of encrypted traffic and extend such knowledge to
newly emerging malware. This versatility makes it easy for ML-based systems to defend against
new, rapidly changing threats since the attackers are continually devising new ways around prior
known techniques.

This article is aimed at presenting an extensive investigation of a novel approach to using machine
learning to detect malware within encrypted TLS traffic. This is an introduction to the discussion
on the problems caused by encryption, how machine learning can help overcome the problems,
and what specific machine learning models are helpful for malware detection. Further, we will
discuss the approach followed to integrate machine learning into the malware detection process,
including data gathering and preparation, model construction, and real-time detection. Last but
not least, the article will also consider potential drawbacks and obstacles some organizations can
experience while implementing machine learning solutions, including false positive problems,
imbalance issues, and ever-updating malware and encryption techniques. Even though TLS has
greatly improved encryption, this new layered approach has posed new problems to cybersecurity
personnel. Malware developers have recently started incorporating TLS into their work to avoid
detection, requiring more sophisticated methods. Machine learning provides a promising and
efficient solution to this problem to spot the adversarial patterns in encrypted communication
while maintaining the privacy and security given by TLS. The modern malware threat is highly
complex and is beyond the capability of traditional threat detection mechanisms, as organizations
can adopt machine learning to improve their levels of security. In this guide, the readers shall be
told what implementers should expect in the current world application of machine learning in TLS
malware detection and the inherent challenges inherent in this novel technology.

II. MALWARE EXPLOITING TLS ENCRYPTION
1. Exploiting TLS Encryption for Malicious Activities
Transport Layer Security (TLS) encryption, which is intended to enhance communication safety by
encrypting the data between a client and a server, has become a two-edged sword. On one side, it
secures users' data like passwords, banking, and personal details from interception. Nonetheless,
competition has urged hackers and other malicious players to even compromise TLS encryption
with a view of camouflaging their ill-intentioned purpose and messages, which, in actuality, poses
a challenge when it comes to preventing security solutions from filtering out lousy traffic (Nyati,
2018). By directly incorporating encryption of their C2 communications or data exfiltration
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activities into TLS traffic, malware can also easily bypass traditional approaches like IDS and
firewalls that depend on inspecting precise text payloads. Kumar et al. (2020) show that such
systems are only helpful in detecting hidden threats with decryption capacities.
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Figure 2: DROWN attack breaks TLS encryption

Cybercriminals also use various security measures adopted by online platforms to prevent
fraudulent activities and perform malware-related actions. For instance, TLS encrypts both the
payload and the network traffic headers, making it difficult for other DPI systems to scan the
content. This gives a measure of cover for attackers to use the encrypted channel to disguise
phishing websites, offer malware, or even interact with C2 servers (Abbas & Trost, 2019). At the
same time, due to the steady growth of TLS usage, encryption, which makes it difficult to mask
cyber-attacks, is also becoming a significant problem for professionals in the field.

2. Common Malware Types Using Encrypted Communication

Ransomware attacks are one of the most common ways malware utilizes TLS encryption to
execute attacks. Ransomware locks files in the victim's computer and then requires the victim to
pay a fee that will unlock those files. According to the study, contemporary ransomware types
may use TLS to communicate with the C2 servers to download encryption keys, receive commands
for further actions, and transfer stolen data. For instance, the Ryuk ransomware has recently been
seen leveraging the TLS connection to encrypt its C2 traffic to evade detection by security solutions
to impede the attack progression (Conti, 2020).

Another popular type of malware is botnets, which depend on TLS for encryption. A botnet is a set
of compromised computers that could be operated either directly by an attacker or indirectly
through a commanding module, typically used to launch a Distributed Denial of Service attack or
mass-mailing. Botnet operators employ TLS encryption to shield communication channels between
the infected bots and the C2 server. This makes it difficult for network administrators to recognize
intrusive traffic since encrypted botnet traffic is nearly identical to the HTTPS protocol (Tian et al.,
2021). TrickBot and Emotet are among the malware that have utilized this technique with the help
of TLS to remain unnoticed by most monitoring systems.

Another area where malware uses TLS encryption is phishing. Most phishing websites look like
genuine sites to make the target visitors disclose sensitive data like passwords, account numbers,
or even credit card details. With TLS, these fraudulent sites can make their '.com' look like a real
HTTPS connection (with the padlock symbol), and the Unsuspecting victim is trapped. Once the
user enters all his details, they are stolen, and the attacker sends a signal to the legitimate website
that he wants a connection over an encrypted channel, making it almost impossible to intercept an
investigator (Varga & Balint, 2019). This happens because TLS encryption means that the phishing
sites remain dormant for relatively extended periods and thus are more challenging for the cyber
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defense teams to identify.

3. Challenges Faced by Traditional Security Methods

Antivirus solutions based on the signature approach must effectively detect malware in encrypted
TLS connections. Signatures mean that threats being looked for are already well known, and the
system looks for their pattern. However, since TLS increases the payload of traffic, the contents of
which are encrypted, such systems cannot search the payload for vile patterns. For this reason,
they lose the ability to identify encrypted threats (Kumar et al., 2020). In addition, it also protects
the TLS encryption from firewalls and DNS packet inspection tools, which rely on content
inspection to detect activities. That is why analysing traffic using these tools is impossible, and the
only thing that can be collected is metadata: IP addresses, port numbers, and session time -
information that does not allow distinguishing between threat activities.

One is that the method of detecting malware in encrypted traffic has a high false positive and false
negative rate. Since both the positive and the negative messages can be set up as encrypted TLSs,
they can hardly be distinguished. Threats can bypass networks easily as cybercriminals can
simulate the behaviour of regular traffic, thus resulting in more false negatives or cases that are
entirely missed by any system or method (Varga & Balint, 2019). However, typical network traffic
flows that deviate from average packet sizes, hallmarked by larger packets, or a non-conventional
Conversation Encryption Protocol Suite could set off alarms with the security teams, distressing
them with needless alerts (Tian et al., 2021).

4. Real-World Cases of TLS Encryption Exploitation

Several examples from the past illustrate how malware has penetrated the TLS encryption layer
and caused significant damage. For instance, the Dridex banking malware ensures communication
between the host and the C2 server by employing TLS as the layer of protection (Asiri et al., 2023).
Dridex is, in its operational aim, a banking Trojan that operates to extract details of victims'
banking activity through the manipulation of the victims' web browsers. With this, it becomes
difficult to detect using network-based detection systems. Dridex can steal financial data without
being detected for a long time, as highlighted by Abbas and Trost (2019). Even after cybersecurity
professionals have prevented hackers' attempts to launch such attacks, Dridex's use of TLS makes
it challenging to detect. Another good example is Emotet malware, which utilizes TLS to spread
under the guise of phishing emails. Emotet first utilizes TLS to encrypt channels for C2 to make it
unnoticed by IDS and other monitoring programs. For instance, Emotet was behind a series of
sophisticated attacks on government entities and firms in 2019, with the botnet utilizing the
encrypted messaging system to spread itself seamlessly (Conti, 2020).
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Figure 3: How TLS 1.3 can prevent Heartbleed attacks with PFS
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These examples show that malware authors are increasingly turning to TLS encryption to hide
their proceedings, which contributes to the increased difficulties in protecting networks against
cyber threats. As more malware families use this strategy, it is evident that regular detection
mechanisms are of little use when it comes to encrypted threats. Malware that can hide behind TLS
encryption is among the current complex threats to cybersecurity (Aslan et al., 2023). Since such
activities can be concealed under encrypted channels, malware can bypass standard security
measures organizations use and thus go unnoticed. Nothing is more fitting than wielding the
cloaking of TLS encryption with ransomware, botnets, and phishing campaigns. Since these tactics
occur more subtly, cybersecurity personnel require enhanced strategies like machine learning-
based anomaly detection.

III. MACHINE LEARNING AS A SOLUTION FOR ENCRYPTED TRAFFIC

1. Introduction to Machine Learning in Encrypted Traffic

As the cybersecurity threat increases and taking into consideration the difficulty of detecting
malware in encrypted network traffic, including TLS, Machine learning (ML) has become an
essential tool. TLS guarantees the confidentiality and integrity of transmitted information, thus
protecting the correspondence. Similarly, encryption hinders detecting malicious applications.
Such traditional approaches as DPI and ‘signature-based” may need to inspect the payload, which
in encrypted traffic flow is not visible (Shafiq et al., 2019). With modern cyber attackers using
encryption to hide their activities, machine learning can track electronic traffic in encrypted
communications, making decryption unnecessary.

2. Limitations of Traditional Methods

Classical security measures like DPI and IDS have revealed significant problems in handling
encrypted traffic efficiently. The classical approach of static signature matching, where traffic data
is matched to known malicious signatures, does not work for the encrypted traffic streams and is
adequate only for the plaintext traffic (Garcia-Teodoro et al., 2020). Likewise, pattern matching and
heuristic analysis rely on the capability of inspecting not only the container or envelope carrying
the so-called payload but also the content of the packets themselves, which encrypted TLS traffic
by design eliminates. It is possible to decrypt traffic to enable traditional inspection approaches,
but this approach raises privacy issues, envisages more latency, and requires immense
computational power (Callado et al., 2019). These limitations call for an efficient method of
detecting malware, which should not hurt the primary function of encryption.

3. Advantages of Machine Learning for Encrypted Traffic

This is the case since machine learning offers the following benefits compared to conventional
malware detection techniques. ML can learn patterns of malicious activities through metadata and
statistical features, not the encrypted traffic data itself. This makes it possible for ML models to
function without decryption to enhance the reliability of encrypted conversations (Zhang et al.,
2018). Furthermore, machine learning effectively embraces massive traffic data for detecting the
malicious based on traffic, the TLS handshake attributes, and the flow. This also allows for the
early identification of threats that may even be in the large throughputs of the network, such as in
large enterprises or internet service providers.
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Figure 4: Machine learning over encrypted data for fault detection applications

Moreover, the primary advantage of the machine learning approach is its flexibility. A traditional
system will need frequent updating of its databases of signed patterns, while the ML models can
learn from new data, thus creating the ability to handle new threats. The ability to learn
autonomously means that new attacks can be recognized that other approaches are likely to
overlook until new signatures have been released (Wang et al., 2021). In addition, machine
learning algorithms can detect intrusions by analysing the differences in traffic patterns of
malicious, benign traffic flows that are not easily recognizable by other conventional methods by
looking into details like connection duration and frequencys, etc.

4. Focus on Metadata and Traffic Characteristics

Instead of this raw content, the ML models scan the traffic metadata and flow characteristics to
look for threats. Some easily obtained parameters, like the length of the session, the size of the
packets, or even information about the type of ciphers used during the handshake, can give the
observer much information about the nature of encrypted communication. For instance, high
entropy in the size of packets or a large number of short-lived flows may indicate data theft or C2
by malware (Wang et al., 2019).

They include IP addresses, port numbers, protocols, usernames, domain names, and other similar
metadata that can be helpful in learning to distinguish regular traffic from suspicious traffic. To
examine those features, standard machine learning methods like Random Forests or Support
Vector Machines (SVM) categorize traffic as malicious and non-malicious based on the identified
patterns (Beigi et al., 2018). While static analysis also helps the ML models identify exposures, the
models can also perform behavioural monitoring, thus detecting exposures that may be arising in
the many sessions that make up the application, in the long run, and improving the chances of
identifying threats that may not be apparent during a particular session.

Machine learning provides a reliable solution to overcome the conventional approach to detecting
malware for encrypted TLS traffic. As data miners, instead of flow payloads, ML models allow the
detection of malware without decrypting them and compromising the confidentiality provided by
encryption (Gopinath & Sethuraman, 2023). In addition, the agility and flexibility of machine
learning complement the technology in that it can respond to new threats as they emerge in a
world with more encrypted data. With further advancement of the encryption standards, machine
learning promises to play a more extensive part in cybersecurity as a relevant solution to the
problem of encrypted traffic.
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IV.  WORKFLOW FOR MALWARE DETECTION USING MACHINE LEARNING

Malware detection in encrypted TLS traffic is a complex problem since deep packet inspection
cannot analyse the primary unencrypted content. However, machine learning (ML) effectively
solves these hurdles by helping analyse the statistical nature and other metadata of encrypted
communication (Shen et al.,, 2023). Most machine learning applications for malware detection
comprise several critical steps, ranging from data acquisition through model training and updating
to model deployment. All pass intense processes, each of which has a significant role in making the
detection system accurate and capable of detecting new threats.

1. Data Collection

The first workflow is in encrypted TLS traffic form, acquired from network sensors like firewalls
and IDS/IPS. This process is crucial because it is the bedrock of introducing machine learning
models, which require a framework built based on the samples. This proves very helpful as using
both standard and malicious samples as data sources is possible, allowing the models to learn to
differentiate between regular traffic and possible suspicious activity. Such datasets are usually
based on network stream data and logs, and one of the requirements is to include metadata that
can help distinguish between malicious traffic and legitimate traffic. Efficient data collection
techniques are employed to populate the dataset to mirror the real-world network scenario.

Input learning and classification Output

Traimng Set Learning

Figure 5: Flows of work for malware detection using machine learning

Several approaches can be utilized to collect such information. Companies may use public open-
source malware databases or the organization's organizations to create an adequate dataset. One of
the tools that are used to analyse the TLS traffic is Zeek (previously known as Bro), which is used
to capture traffic metadata without decrypting the actual content with an emphasis on the
handshake information, packet sizes, and the session duration (Gill, 2018). Such data collection
allows the model to train on historical data and the data obtained from the current network
activity, which also defines the wide range of behaviour patterns for authorized and unauthorized
traffic.

2. Data Pre-processing

Data pre-processing follows data collection once the data has been collected. This stage is essential
because the raw data obtained from the network sensors usually have a minimal structure and
contain much noise. The pre-processing step aims at preparing the data by removing noise,
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transforming the data, and making the data ready for use. This makes the prepared data more
compatible and ready to feed into the machine learning algorithms. It involves normalization,
noise, and feature scaling (Verma & Dasgupta, 2019).

In pre-processing, values about the encrypted traffic,c such as TLS handshake logs and
communication flow, are gathered. Investigators may execute the malware in an IS_emulator to
understand its network behaviour and thus accurately determine if the file system changes or API
calls are abnormal (Tegeler et al., 2019). Pre-processing also organizes the data into machine-
intelligible features, meaning that during modelling, the model will not be influenced by noise
data, such as lots of traffic indicating the presence of malware.

3. Feature Extraction

The third class is feature extraction, where crucial characteristics of encrypted traffic are identified
to indicate malicious behaviour. Feature extraction is essential because there are no distinguishable
patterns between normal or malicious traffic for the ML models to detect using the features. When
applied to TLS, feature extraction concerns flow features such as time stamp and packet sizes,
session length, and handshake attributes (Auld et al., 2007). These metadata elements can be used
to analyse the data flows without decrypting anything in the TLS payload.

Behavioural characteristics like entropy in the packet sequences or the use of uncommon cipher
suites may show misuse behaviour (Zhou et al., 2016). For instance, malware sending information
and messages to its control servers may employ sets of less standard cipher suites or have
relatively brief sessions. By extracting these features, the machine learning models can start
constructing patterns characteristic of only malware, even as the traffic may be encrypted.
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Figure 6: Transport Layer Security (TLS)

4. Model Training

Having obtained the features, the next step is model training, which is explained next. In this step,
the pre-processed data, as well as the feature extracted, is used to teach the machine learning
model to detect malicious activity. The model uses a labelled dataset containing regular and
attacker-generated TLS traffic. The objective is to enable the model to find patterns that distinguish
normal behaviour from destructive traffic behaviour (Radford et al., 2018).

Several algorithms can be adopted for model training, including the supervised learning
algorithms of SVM and random forests and neural networks. For instance, random forests have
been applied successfully to analyse significant TLS and classify the traffic according to its
Metadata and Flow Statistics (Auld et al., 2007). In this stage, cross-validation is carried out to
avoid overfitting. It checks how reliable the model's outcome is in a new data set different from the
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one on which it is developed. Furthermore, the model's accuracy was simulated using a test
dataset, minimizing the number of false positives and false negatives.

5. Real-Time Detection

The model used for detecting malware is trained and deployed in a real-time environment. This
stage involves analysing live TLS traffic and performing analysis using the trained model to detect
suspicious communications. Identifying threats as they occur is important in preventing the
actualization of threats in various capacities that can endanger an organization's networks
(Anderson et al., 2016). When deployed, it constantly monitors traffic metadata and, using the
pattern recognition feature trained on the machine learning model, seeks to identify any irregular
behaviour in the handshake process, session time, or any other flow parameters. If the model
detects malicious behaviour, it sends the traffic to the deeper layer analysis or takes immediate
action, like connection terminations. For instance, malicious transfers in unusual geographic
locations or high packet-size entropy may involve malware communication with its C&C servers.
Real-time enables potential threats to be detected early as it defends against malware.

6. Continuous Learning

The last phase of the malware detection process is learning or reassessment, a continuous process.
Since malware or other malicious software is constantly changing, with the creation of new TLS
protocols and models, models must often be updated and the data retrained. Cybercriminals are
constantly developing new ways to bypass detective mechanisms, and encryption standards such
as TLS are always under improvement to provide better protection (Zhou et al., 2016). With such
changes, machine learning models need to be learned with new data where new malware samples
are present and the new formation of the behaviour of TLS protocols. One can continue training to
improve the detector's performance and lower the false negatives and false positives while adding
its ability to recognize new threats (Radford et al., 2018). This also involved the feedback system,
where the model's working is continuously measured, and the data is refined according to the
success or failure rate of the malware identification process. Several researchers agree that
constantly adjusting a model's parameters makes it possible to protect organizations against the
onslaught of various forms of encrypted malware.

V. MACHINE LEARNING MODELS FOR DETECTING MALWARE IN TLS TRAFFIC
Malware authors have relied on various techniques, such as Virtual Private Networks (VPNs),
proxies, and the increasing use of Transport Layer Security (TLS) to encrypt Internet traffic.
Packets' traditional methods of identification, such as DPI, could be more helpful as they require
information on the packet payload, which is encrypted. There has been a growing interest in using
machine learning (ML) models to identify malware without decryption, which relies on traffic
patterns and other statistical properties and metadata (Berrueta et al, 2022). Unsupervised
learning, reinforcement learning, deep learning, random forests, support vector machines (SVM),
gradient boosting machines (GBM), and k-nearest neighbors (k-NN).
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Figure 7: Virtual Private Networks

1. Unsupervised Learning

As hinted earlier, unsupervised learning is valuable when one cannot access labeled data when
training their model. Moreover, this aims to find abnormal traffic flows within a given set without
knowing which flow is hostile or friendly in advance. A typical application of the unsupervised
learning technique is clustering, where traffic flows are grouped using K-means or DBSCAN
(Density-Based Spatial Clustering of Applications with Noise) (Liao & Li, 2022). Such analysis is
achieved by the K-means clustering process that sorts each flow to the closest cluster, which may
help identify contaminated traffic associated with malware. On the other hand, DBSCAN helps
detect noise or matter out of the cluster that might point to anomalous behaviour or any possible
new unrecognizable malware attack, known as zero-day (Sommer & Paxson, 2010).

The strength of unsupervised learning is that it may detect new strains of malware not included in
the training set. The model separates outliers from clusters, making it possible to identify new
attacks that were never seen, which is a significant benefit when operating in encrypted TLS traffic.
Nonetheless, this technique entails significant data preprocessing to obtain feature pertinent tasks
in encrypted communications such as handshake Meta and flow statistics data. However, these
difficulties are primarily compensated by the great value of unsupervised learning in developing a
relatively young field in malware detection.

2. Reinforcement Learning

One of the most powerful, widely used machine learning approaches is known as reinforcement
learning (RL), which has recently been employed in malware identification. Since it operates on a
reward-penalty system, reinforcement learning does not distinguish between supervised and
unsupervised learning systems. The described model is used to make one-step decisions learning
from the result of its actions to increase detection rates continuously (Wang et al., 2020). This can
be especially helpful in recognizing malware in TLS traffic. The other patterns that exist in the
traffic might change over time as different stages of the malware are launched.

Another advantage of reinforcement learning is that it is well suited to the emergence of new
forms of malware. Compared to most traditional methods, RL models learn in parallel with real-
time data collected from the environment, making them more versatile to newly developing
patterns of malicious activity. For instance, malware will employ more innovative strategies, such
as TLS renegotiation or dramatically changing encryption methods to evade detection. These
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changes can be addressed in reinforcement learning models, where the detection accuracy will
increase over time (Buczak & Guven, 2016). Nevertheless, RL is computationally extensive and
likely consumes much computational resources in large-scale enterprise networks.

3. Deep Learning

Deep learning models, a kind of machine learning, have achieved noticeable results in the problem
of detecting malware in encrypted TLS traffic in recent years because of the efficiency of automatic
feature learning. It specifies that convolutional neural networks (CNNs) are more suitable for local
features of traffic flows that can help distinguish between legitimate and abnormal traffic (Javaid
et al., 2016). CNNs function at a lower level by analysing package sizes and time delays between
them, characteristic of an attack. Other types of neural networks that capture temporal
dependencies in TLS traffic include recurrent neural networks (RNNs) such as Long Short-Term
Memory (LSTM) networks that are suitable for analysing time series traffic where the behaviour of
malware may be temporal.

Anomaly detection is one of the critical applications of another type of deep learning called
autoencoders. They train the model on compressed regular traffic and then analyse any traffic
pattern deviation that may depict an intrusion. In deep learning, there is the benefit that one does
not have to extract features from encrypted traffic because the models are capable of
understanding complicated patterns in data. However, these models need significant data for
training and may need to be faster, thus being less useful for RT-HAAD in high-throughput
systems (Ullrich et al., 2020).

Convolution Neural Network (CNN)
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4. Random Forests

Random forests are widely applied in malware detection since they can provide high accuracy and
interpretability. A random forest technique uses multiple decision trees where each tree is formed
based on a different subset of the data set. A different traffic feature is trained on each tree, and the
final classification is made from the total of all the trees (Breiman, 2001). Random forests are
generally characterized by better performance while dealing with many features, such as flow
characteristics, time data, and metadata from TLS handshake. The random forest decisions made
by multiple decision trees can reduce the model's overfitting of the data and increase its capacity to
predict data previously encountered.

Random forests applied to TLS traffic can be used to perform the classification of the encrypted
flow as being intrusive or nonintrusive utilizing statistical parameters of the established
connection like the length of the handshake phase or the occurrences of the session renegotiation
(Sperotto et al., 2009). However, random forests have a significant limitation because they are
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computationally intensive, primarily when used in giant data sets or real-time traffic analysis.
However, the proposed methods can effectively detect malware due to their accuracy and noise-
insensitive behaviour.

5. Support Vector Machines (SVM)

The static malware detection model is developed using the logistic regression classifier since
logistic regression is functional when the output can be classified as yes or no, which is the case
regarding malware detection in TLS traffic. The basic idea of operation for SVMs is to identify a
hyperplane that best divides the class of malicious traffic from that of genuine traffic while using
features extracted from the dataset (Mohammadi et al 2021). This approach works best when the
encrypted traffic is highly dimensional, as much of the encrypted traffic already features
numerous features, including packet timing, the size of the traffic flow, and handshake metadata
known to visualize the traffic (Zhou et al., 2018). SVM also has a couple of benefits: it can
transform some complex feature space into a higher dimensional space by using kernel functions
to search for a better classification. From the experiments presented, SVMs are seen to have a very
high accuracy level in classifying malicious traffic in encrypted flows when fused with feature
extraction. However, training SVMs may be computationally expensive, especially when
operational on big data. Further, the model analysis shows that the choice of kernel function is

crucial, and fine-tuning the model proves to be essential for improved performance (Cabrera et al.,
2017).

6. Gradient Boosting Machines (GBM, XGBoost)

GBM, a general framework, includes XGBoost and LightGBM, some of the algorithms that have
been considered very effective in identifying malware in network traffic because of their high
accuracy rates despite the imbalanced data. It proceeds in stages to construct many decision trees
as odd-numbered i, starting with i = one and then adding trees to build the final version for the
input data. This leads to a highly accurate model that is especially suitable for classifying
encrypted TLS traffic (Chen & Guestrin, 2016). Features such as timing patterns, handshake
characteristics, and flow statistics can be trained in GBM to detect out-of-the-ordinary
characteristics that indicate malicious software. Another advantage of GBM is its efficiency,
regardless of the dataset's size. Out of all other algorithms, XGBoost is considered fast and efficient
for real-time detection because of its high throughput performance. However, the model is much
harder to tune compared to simpler models like random forests, and its training time may be
longer in some cases and when dealing with big data (Chen & Guestrin, 2016).
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Figure 9: Gradient Boosting Machine (GBM) Algorithm

7. k-Nearest Neighbours (k-NN)
K-Nearest Neighbours (k-NN) is a basic but efficient technique for classification adapted from
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pattern recognition to classify traffic flow according to the similarity of these unknown traffic flow
patterns to known traffic flow patterns. It operates based on the relative similarity between the
features of a new traffic flow with specific characteristics, TLS handshake me/tadata or packet
size, and the traffic features that have already been classified. The class assignment of the instance
is the most frequent class among the k-nearest neighbours of the instance, so the classification
model of k-NN is relatively easy to understand and explain when used for malware detection
(Altman, 1992). Despite the relative simplicity of k-NN and its easy interpretability, this algorithm
has some drawbacks, mainly when applied to detecting malware in TLS traffic. The algorithm
could be more efficient during inference since it estimates distances between new and other
samples in the dataset. Second, k-NN is sensitive to the dimensionality of features, which often
occurs in encrypted traffic, and is less accurate than other models, such as random forest or GBM
(Aouedi et al., 2022).

VI. MITIGATING MALWARE ABUSING TLS WITH MACHINE LEARNING

Internet threats are persistently found using TLS to conceal themselves, and therefore, adopting
conventional security methods is becoming extremely difficult. Nevertheless, a new and highly
efficient solution to this issue is machine learning (ML). It shows that with merely metadata traffic
analysis, anomaly detection, behavioural patterns, and TLS fingerprinting, machine learning
models can be used to detect malware threats in encrypted traffic without decryption. Moreover,
incorporating ML with other security measures increases the detection rate, thus providing a
multiple-layered approach to turning off malware that exploits TLS encryption.

1. Analysing Traffic without Decryption

This problem is one of the most critical issues related to detecting malware in TLS-encrypted traffic
because the encrypted payload cannot be directly inspected. DPI approaches of earlier generations
are no longer feasible since the content of the CS traffic is encrypted. It, however, can analyse
traffic data that is usually ignored, including the packet size, duration of session, and handshake
specifics, to identify specific patterns of a malicious nature. These features can be studied without
properly analysing the content of the communication adequately argued in the study by Holz et al.
(2016) that by using cipher suites and TLS version details as metadata attributes, an ML model
could detect anomalies connected with the malicious use of HTTP traffic. For instance, a
connection that has a very long or concise session length or uses unfitting cipher suites may show
that the connection has malware. Consequently, the examination of metadata supports the
identification of threats by the security systems, notwithstanding the confidentiality and privacy of
the encrypted communication.

2. Anomaly Detection Using Machine Learning

Unsupervised clustering is another highly effective ML method for analysing TLS traffic and
anomalous pattern identification. While signature-based detection assumes the model requires
knowledge of the specific pattern of malicious behaviour, anomaly detection models can learn new
and unknown threats by understanding changes to the protocols in encrypted traffic. Supervised
and unsupervised Machine learning (ML) models are also critical to this approach. For instance,
unsupervised learning models, including clustering algorithms beyond simple k-means and auto
encoders, could identify anomalies in the network traffic and subsequently define that it has
malware (Wang et al., 2019). For instance, these models are beneficial when the malware is
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developed to use new, never-encountered communication patterns. In a supervised learning
framework, which can use Random Forest and Support Vector Machines (SVMs), the model learns
from labelled datasets to make a binary decision either to allow benign traffic or block malicious
traffic because of the statistical characteristics of the encrypted flow. This is why anomaly
detection helps detect malware, increasing the probability of finding it even when no characteristic
signature exists. It helps it be an essential part of combating threats in TLS traffic.

3. Behavioural Analysis of TLS Sessions

Behavioural analysis is more about monitoring how TLS sessions are used than observing the
contents in those encrypted sessions. A privately run specialized weblog analysing malware traffic
provides insights into its distinctive patterns, including regularity concerning seeming sites in a
geographical region, large packet entropy, or sudden and drastic alterations in connection
behaviour. For instance, the high volume of short TLS sessions may indicate malware trying to
connect with a C2 server (Anderson et al., 2017). Security systems can label potentially malicious
traffic without breaking the encrypted data by receiving and analysing these behavioural
indicators through ML models in different sessions. Promisingly, reinforcement learning methods
could advance behavioural assessment by enabling ML models to learn new behaviours in real
time while increasing the detection rate of new behaviours. This approach allows for a vast
response to changing styles of malware that use encrypted connections.

Browsing
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Figure 10: High level overview of the TLS session leak

4. TLS Fingerprinting

TLS fingerprinting is developing individual profiles, or “fingerprints,” of TLS sessions by
analysing specific properties of the TLS sessions, including protocol versions, cipher suites, and
certificates. These fingerprints can be processed in machine learning algorithms to detect between
real and fake sessions. For instance, decision trees and neural networks are specifically supervised
learning algorithms that can be trained to categorize TLS sessions based on their fingerprints;
security systems make it possible to detect malware that employs TLS to mask its operations
(Sirinam et al., 2018). Using standard TLS parameters or emulating benign traffic patterns are some
strategies malware authors use. However, with machine learning, we can still identify anomalous
patterns. Apart from that, this method also facilitates differentiating between the various kinds of
malware by their fingerprint patterns. Therefore, TLS fingerprints add substantial value in
detecting threats from encrypted channels and can be utilized for behaviour analysis and anomaly
detection techniques.
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5. Combining Machine Learning with Other Techniques

Although a machine learning approach improves the identification of malware traffic in the TLS
tunnel, its integration with other security mechanisms leads to higher results. One of these
methods is DNS analysis in conjunction with TLS metadata analysis. When associating anomalous
DNS queries with suspicious TLS sessions, ML models offer a broader view of potential threats
(Holz et al., 2016). In the same way, and as described in the next section, IP reputation analysis
could be employed with the ML models to check if the IP addresses that participated in a TLS
session have been involved in other malicious activities. The last one is the identification of system
activity figures, including new procedures or odd network connectivity, which also improves
detection precision by putting TLS activity into the frame (Anderson et al., 2017). The integration
of the use of ML for analysis of encrypted traffic with these techniques ensures a more
comprehensive probing of malware while, at the same time, reducing the rate of false positives
and detecting complex attacks.

VII. CHALLENGES OF USING MACHINE LEARNING FOR TLS MALWARE DETECTION
1. Encryption of TLS Traffic

TLS aims to ensure confidentiality and integrity by encrypting the message between a client and a
server. However, this encryption poses a problem in that security systems cannot sniff the actual
content of the data packets, which is vital in analysing security threats. Machine learning (ML)
models are forced to analyse metadata like handshake protocols, certificates, or timing, such as
finding malware without checking the payload (Bhatia et al., 2021). This limitation makes it
difficult for malware to be detected because the malicious payload is well encrypted behind the
encryption layers. As a result, models can lack discriminative features of the malware that enable
improved detection, according to (Zhang et al., 2020). With encrypted traffic, malware detection
systems are frequently limited to indirect characteristics that might not necessarily identify an
actual interaction between safe and unsafe IP addresses.
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Figure 11: Transport Layer Security (TLS)

2. High False Positives and Negatives

A primary limitation of employing ML for identifying worms and viruses within encrypted TLS
traffic is the problem of false positives and false negatives. By its very nature, it is challenging to
differentiate between regular traffic and a TLS attack because its encrypted traffic is complex to
discern (Chen & Bridges, 2019). They are typical of systems when non-malicious or harmless traffic
is identified as malicious and thus may disrupt regular computer traffic. In contrast, false
negatives often fail to detect malicious traffic and are also a threat because the malware can run
rampant, stealing vital information and conducting more attacks (Srinivas et al.,, 2019). This
challenge is compounded by malware and benign traffic being very similar, perhaps only being
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distinguished by their traffic characteristics like session length, for instance, or TLS handshake
pattern, as Bhatia et al.(2021) noted. This gave rise to the need to achieve both high sensitivity and
specificity; that is, the model should be able to accurately identify positive cases (low false negative
rate) and negative cases (low false positive rate).

3. Evasive Techniques by Malware

Cybercriminals constantly adapt how they present their malware. One such method is making it
look like legitimate traffic. New malware can have valid TLS certificates, use the session
renegotiation procedure, or mimic most normal network traffic to mask their actions (Nyati, 2018).
For example, malware can use self-signed certificates or certificate pinning. Thus, they will find it
challenging even if machine learning models try to classify such actions based on the certificates’
reputation or validity (Zhang et al., 2020). The introduction of advanced malware increases the
difficulty of detection modeling since new techniques are being created to bypass any form of
detection powered by ML. Therefore, models frequently need to be trained and retrained to allow
them to tackle these ever-changing threats (Srinivas et al., 2019).

4. Feature Selection and Extraction

Feature selection and extraction play the most significant roles in the general architecture of ML
models needed to detect malware in encrypted traffic. Since the payload is encrypted, models
must deploy metadata and side-channel information like flow characteristics, cipher suite
preferences, or timing intervals to classify traffic (Chen & Bridges, 2019). However, it is equally
challenging to discern the most significant features from this small amount of data. To identify
feature extraction, it is essential to choose the features correctly so that the model can easily
differentiate between legitimate and anomalous traffic (Bhatia et al., 2021). In addition, encrypted
TLS communications do not usually have clear, distinguishable patterns, further complicating the
choice of features to extract for proper identification. Another area for improvement is related to
the choice of features that enter into a model, and using the wrong features can cause over-fitting.
When new traffic comes, the model cannot be generalized appropriately.

5. Data Imbalance

The other considerable problem that is encountered is the problem of data imbalance. As a rule,
good traffic in most networks significantly outperforms negative, or in this case, malicious TLS
traffic. For ML models, there is the possibility of poor malware detection since most of the sample
used in training encompasses benign activities (Srinivas et al., 2019). They found that this can lead
to models favourably inclined towards defining normal behaviour, which deepens the problem of
false negatives (Chen & Bridges, 2019). To overcome this, oversampling of the minority class,
under sampling of the majority class, or using cost-sensitive learning approaches measure the
model’s sensitivity to incoming malicious traffic (A. Bhatia et al., 2021). However, such operating
methods have merits, including higher computational costs or lower model versatility.

6. Evolving Malware and Encryption Standards

Malware, as well as encryption protocols, are dynamic, and for this reason, maintaining updated
and efficient ML models may be a challenge. For instance, the recent TLS 1.3 has shifted the TLS
handshake process by encrypting previously transmitted information like certificate information
and new session keys (Chen & Bridges, 2019). This is because it minimizes the content, which can
help extract the features and make the identification even more challenging. Moreover, there are
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new viruses for which the model has to be updated constantly, which makes these models less
effective for extended periods (Zhang et al., 2020). Some models might be trained on older
malware or versions of TLS. As such, they may be less useful in detecting new threats, which calls
for constant data updates, model updates, and constant updates to the features that deal with
encryption.

TLS 1.2 (Full Handshake) TLS 1.3 (Full Handshake)

Figure 12: Enabling TLS 1.3 Certificate

7. Adversarial Attacks on Models

Artificial intelligence and machine learning models are not immune to adversarial tweaking
regardless of the use case, including security purposes. In such cases, the malware authors go a
notch higher by closely manipulating the traffic aspects so that the model categorizes the malicious
traffic as good traffic (Srinivas et al., 2019). It is as simple as changing timing patterns, changing
handshake parameters, or adjusting packet sizes to mislead the model. The adversarial attacks are
more dangerous because, unlike other evasion methods, they take advantage of the flaws in the
feature selection and the model structure (Chen & Bridges, 2019). To this end, researchers are
looking for adversarial training in which the model is trained with adversarial examples to make it
more robust (Bhatia et al., 2021). However, constructing models immune to any possible
adversarial perturbations remains a problem.

8. Scalability and Performance

Large corporate networks, ISPs, and any other settings where a high number of requests per
second is an inherent feature require scalability. In the case of malware identification, machine-
learning models have to be able to scan enormous volumes of TLS traffic in real-time while
simultaneously avoiding performance degradation (Zhang et al., 2020). The critical issue of the
conventional deep learning methods used in the pattern recognition part of the model is that they
may need to be lighter for real-time detection of the sought stimuli. Simple architectures, for
example, random forests or gradient-boosted machines at a later stage, have higher speed and
lower accuracy (Srinivas et al., 2019). The first challenge to be met when designing large-scale
systems for malware detection based on ML principles is achieving the best balance between the
recognition accuracy and the amount of computations required.

9. Generalization Issues

Another major issue of concern in ML models is the phenomenon of overfitting, and this involves
developing models that can achieve high accuracy within the training data but disappointingly
low accuracy in other data (World Data, 2021). This can occur during the analysis of TLS traffic if
the model is oriented only on the specific characteristics that may not correspond to typical traffic
flow. Generalization problems can generate high detection rates during assessment but are
relatively low in real-life applications (Chen & Bridges, 2019). Techniques like cross-validation,
regularization, and diverse training data are crucial to enhance the model's generalization ability.
However, mitigation of fully representative and balanced pattern datasets, including benign and
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malicious network traffic, is initially challenging, especially when involving rare or emerging
malware variants.

VIII. CONCLUSION

Increased use of secure sockets layer secure (SSL) protocol, commonly known as transport layer
security (TLS), has improved the privacy and security of communication through data integrity
and non-disclosure. However, the same encryption poses tremendous problems for conventional
antimalware software, as it masks the malicious processes from typical security measures. Due to
the increased adoption of encryption by threat actors for C2, data theft, and other purposes, new
concepts are called for. Machine learning (ML) has become an effective technique for finding
malware in encrypted TLS traffic without de-encrypting them, thus solving these problems while
respecting encrypted communication. An essential advantage of the proposed approach to
traditional detection techniques is that it cannot be compared to the so-called 'payload sniffing'
with machine learning. Instead, it considers the characteristics of the metadata and statistical
nature like flow duration, packet size, and handshake. These indirect features help the ML models
detect between regular and actual malicious traffic without compromising the privacy
preservation of TLS encryption. This capability has made ML an indispensable defense in today's
world, where confidentiality and security are incompatible. Through metadata, machine learning
can learn the kind of patterns and deviations that are signs of threats, making it a perfect solution
for detecting encrypted traffic.

An essential advantage of machine learning for malicious software detection is its ability to
discover new threats. This makes the solution superior to the signature-based approaches where a
model of existing malware is sought in the encrypted traffic stream; the ML model, instead, is
trained on the characteristics of the encrypted traffic, and the knowledge obtained is utilized for
the analysis of new, unknown strains of the malware. This flexibility is essential in the fight against
new-generation cyber threats since malware writers are always coming up with ways of avoiding
being detected. Instead, through constant updating of the ML models through fresh feeds,
organizations can always meet the dynamic nature of these continually evolving threats,
effectively having the detection framesets capable of meeting new and other forms of malware.
Despite the promising prospects of machine learning for decrypted traffic analysis, this technology
has its issues. For starters, one of the significant challenges is related to the reliability of the
methods, namely the appearance of false positive and false negative results. For example, because
TLS traffic is encrypted, it becomes hard for the machine learning model under consideration to
make correct classification because it may treat all the encrypted traffic as either safe or risky with
no in-between, thus misclassifying most of the time. False positives lead to network interferences,
while false negatives refer to cases whereby malicious traffic is not detected, exposing the network
to possible data breaches or other security threats. To address these problems, researchers
consistently apply more sophisticated methods to the models to minimize the chances of detection
errors.

Another problem unique to this kind of threat is malware's and encryption's complexity and
dynamism. Because malware authors develop new ways of disguising themselves and pensive
technologies such as TLS 1.3 have changes that hide metadata, the ML models must be refreshed
periodically. Nevertheless, adversarial attacks remain a concern for Applying ML models since
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attackers can modify traffic features to make the model classify it according to benign traffic
instead of malicious. In response, researchers are using methods such as adversarial training,
which involves training an ML model on what is known as adversarial examples. Nevertheless,
machine learning developments can be seen as another critical step in fighting against malware
that employs encrypted connections. Optimized artificial intelligence traffic analysis also allows
threat identification without decrypting traffic, therefore maintaining user data privacy and
confidentiality. Additionally, machine learning's dynamic and adaptable ability guarantees
excellent compatibility with the current and emerging threats in the cyber world. With continued
advancement in malware, only the flexibility of these models to learn from fresh data effectively
counteract invasions of privacy over secure networks.

In the future, machine learning in connection with other security methods, including DNS analysis
and IP reputation checks, may help improve detection rates. When these methods are
incorporated, organizations will have built a solid barrier to detect malware in encrypted traffic.
Moreover, the complexity and constantly emerging nature of new threats will require further
development of practical machine-learning algorithms and approaches. In light of the ever-
developing encryption standards and malware's tricks, the cybersecurity field has to establish new
approaches to threat detection and eradication while preserving as many positive aspects of
encryption as possible. Machine learning for dynamic malware detection in encrypted TLS traffic
is one of the promising directions that solves the problem of detecting malware with the help of
typical methods. However, there are more challenges, and nevertheless, the possibility of
analysing metadata and finding a primary virus pattern without decrypting traffic can be a solid
weapon against malware. Through iterative improvements to the ML models and leveraging them
in conjunction with conventional security controls, an organization can safeguard its networks
against new risks while preserving the privacy of its encrypted communications. The most critical
avenue of discovering and developing malware detection is with machine learning and its ability
to secure what is quickly becoming an encrypted digital environment.
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